OpHoHanpaeneHHoe npeobpasoBaHue (BbIMMCNEHUe XaLl-
dyHKUUN)

Hapsay ¢ cuMmMeTpuyHbIMU Npeobpa3oBaHUSIMU SNIEKTPOHHbIE KMHOYM MOTYT BbIYUCISITL OAHOHAaNPaBneHHble yHKUMK (Xaww-pyHkumm): HASH64 ¢
CeKpeTHbIM KIoYoM AnvHon 128 nnu 256 6ut (Tonbko ans Guardant Sign/ Time / Net) n SHA256 ¢ kntoyom 256 6uT.

Takne npeobpasoBaHNa xapakTepuayoTca TeM, YTO NO pe3ynbTaTy Npeobpa3oBaHUs NPaKTUYECKN HEBO3MOXHO BOCCTAHOBUTL UCXOAHbIE AAHHbIE.
Hanwnuune cekpeTHoro kntoya obecneymBaeT yHUKanNbHOCTb NpeobpasoBaHus, YTO YacTo MCMONb3yeTCst MPY 3alLmUTe AaHHbIX OT NOAAENKH.

37K cBONCTBa OOQHOHANPABNEHHbIX (PYHKLIMIA LLMPOKO UCMOMb3YTCA AN NPOBEPKU NOASIMHHOCTY AAHHBIX, HANPUMep, Napornen, a Takke Ans Bbl4UCNEeHNs
HaAEXHbIX KOHTPOSbHbIX CyMM, ayTeHTUMUKaLMN 1 ApYrux 3adad. MocKonbKy B MaMATb S3NEKTPOHHbLIX KNoYen MOXHO 3anucbiBaTb OQNHAKOBbLIE
[eCKpUNTOpbI annapaTtHbIX anropuTMOB, OAHOHaMNpaBfieHHoe Npeobpa3oBaHMe MOXHO MCMOSb30BaTh U ANs NPOBEPKM NOAMUHHOCTU AaHHbIX, KOTOPbIMU
06MeHMBaIOTCA pasHble 3allULLEHHbIE NPUNOXEHNS UMK pa3Hble YacTy OJHOMO U TOrO Ke NPUMOXEHNS.

Anroputm xawmpoBaHna SHA256

AnropuTtm xawmpoBaHua SHA256 npeacrasnseT cobon pasHoBUAHOCTb anroputMa tuna SHA-2 (Secure Hash Algorithm v.2). Yucno 256 B HasBaHuUW
anropuTMa roBopuT O TOM, YTO ANMHA PE3YNbTUPYIOLErO Xalla cocTaBnsieT 256 6ut (32 GainTta).

MuHumanbHas anvHa 6rnoka AaHHbIX, X3 KOTOPbIX MOXET ObITb Bbl4MCEH, cocTaBnsieT 0 6anT.

Ecnu anuHa maccuBa BXOAHbIX AaHHbIX COCTaBnsieT MeHee 32 6aiT, k 6510Ky AaHHbIX MO creumanbHbIM NpaBuinaM, OroBOPeHHLIM B ONCaHWUK CTaHO4apTa,
aBTOMaTUYeCkM 406aBnsATCA GUTbI-3anonHUTeNy. PaspaboTunky 3aLlimTbl HE HY)XXHO peann3oBbIBaTh 3TOT arrOpUTM CamMOCTOSITENBHO.

Bonee nogpo6Ho 06 anroputme SHA256 MoxHO npounTtaTth 3aeck: http://www.csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

Arnroputm xawmposaHma HASHG64

BaxHast uHcbopmavms

AnnapatHbin anroputm HASH64 ecTb Tonbko B kntodax Guardant Sign/Time u nx pasHoBugHocTsax. OH He peann3oBaH B Ktoyax ¢ 3arpykaembiM KO4oM
(Guardant Code u ero mogudukauum).

HASH64 — aTo anroputm BbluMcneHust 64-6UTHOW X3LL-PYHKLMN HA OCHOBE BOYHOr0 CUMMETPUYHOIO anropuTMa C CEKPETHbIM KMtoYoM. [nuHa
cekpeTHoro kntova anroputma HASH64 moxeT coctaBnsate 16 unu 32 6avita (128 unu 256 6ut). MnHumansHas anvHa 6rnoka AaHHbIX, X3LW KOTOPbIX
OormkeH 6bITb BbluMcneH, cocTtaBnsieT 16 6anT. [nvHa 6noka aaHHbIX AomkHa ObiTb KpaTHON 8 Baiitam.

OcHoBHoe cBocTBo anroputMa HASH64 cocTouT B ero ogHoHanpaBneHHOCTU. OTO 03HAYaeT, YTo, Aaxe 3Has 3Ha4YeHue XaL-pyHKLMN AN Kakoro-nmobo
NPOU3BONbHOrO Habopa AaHHbIX, HEMNb3si BOCCTAHOBUTL Camy AaHHbIE.

Anroputm HASH64 ncnonb3yeTcs Ans BbIYMCNEHUSI HAAEXHBIX KOHTPOMbHbBIX CYMM, ayTeHTUMMKALMU U NPOBEPKU NOANNHHOCTU JaHHbIX.

Ecnu anuHa maccvBa faHHbIX He KpaTHa 8 Bavitam unu coctaBnseT meHee 16 6ainT, k 6roky AaHHbIX HYXHO A06aBUTL HedocTatLlwme 6anTbl. CunbHO
)enaternbHo, YToObl 6anTbI-3anoNHUTENN He BblnNn NOCTOSIHHBIMK. B kavecTBe GaTOB-3anonHUTENEn MOXHO UCNONb30BaTb ClyYaliHble Yncna. B atom
cny4ae Becb 6ok faHHbIX TpebyeTca XpaHUTb NOMHOCTLIO, BMecTe ¢ 6arTamu-3anonHuTensMu (a He oTbpacbkiBaTb 3Tu 6anThbl).

PekomeHgauuun no pabote ¢ BEKTOPOM MHMLManmsaumm |V

[nsi koppekTHoro npeobpasoBaHusa AaHHbIX anroputMom HASH64 Heobxoaumo NpuHMMaTh BO BHUMaHWE criedytoLlee:

® Yr06bl pe3ynbTaThl BbIYMCIIEHUS X3Llla OOHWUX U TEX e AaHHbIX anropuTMamu C OQMHAKOBbIMU ONPeaEnUTENSMM COBNanu, BEKTOP
MHUUmanusauum IV gomkeH MMeTb OVMHaKOBbIE 3HAYEHNS;

® HeobXxoaMMO COXpaHsTb 3HaYeHWe BeKTopa nHuumanusauum [V mexay obpalleHnsMu K anroputmy npy NPOAOIKEHUN BbIYMCIIEHNS XaLla
6onbLumx 6nokoB (6onblue 248 6ant);

® [pu BbIYMCIEHUN, K NTPUMEPY, pa3HbIX 3anucert B[] unu cekTopos Ancka, pekomeHayeTcs MHuumanuamposats |V aTum HoMepom 3anucu/cekTopa
ANs TOro, 4To6bl BbIYMCNEHNE X3Lla KaXaoW 13 HUX BbINOMHANOCH BCErAa OAMHAKOBO, @ Pa3Hble 3anucyu ¢ OAMHAKOBLIMU 3HAYEHNSMU UMenu
pasHble 3HaYeHNs X3ALLU-PYHKLNN.

BbluncneHne anektpoHHom umgposon nognucu: anroputm ECC160


http://www.csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

ECC160 — anropuTm aneKTpOHHON LMdPOBOM NOANNCK, B OCHOBE KOTOPOrO NEXWUT MaTemMaTUYeckuii annapat afnMnTUYeckux KpyBbiX. STOT anroputm
6bIn cneumanbHO pa3paboTaH Ans UCMOoNb30BaHWS B ANEKTPOHHbIX Kntoyax. [nvHa cekpeTHoro kntoda ECC160 coctasnsieT 20 6ant (160 6uT).
CeKpeTHbIN KoY 3TOro anropuTMa XpaHuTcs B onpeaenvTene annapaTtHOro anroputmMa CooTBeTCTBYOLEro Tuna. MuHumaneHas anvHa 6noka AaHHbIX,
npeobpasyembix anropuTMOM 3a OAWH LMK, cocTasnsieT 20 6aiT, Npu 9TOM Ha BbIXOAE anroputma nonyyaeTcs 6510k f4aHHbIX, COAepXalLLmniA NOAMUCH,
anuHoi 40 6awT. Mockonbky anropuTM SBASETCS aCUMMETPUYHBIM, NS NPOBEPKU NOANMCYU UCMOMb3YEeTCst OTKPbITBIN KMoy AnuHoi 40 6ant (320 6uT).
OTOT KINKOY AOMKEH XPaHUTBLCSA B 3aLUMLLEHHOM NpUnoxeHun. Bo nsbexaHne nogmMmeHbl He cnegyeT XpaHUTb OTKPbITHIN KMoy B YncToM Buge (cMm. PekomeHg
auumM NporpammmcTy).

AcummeTpuyHble dyHKumm Tuna ECC160 no3BonsoT oCyLLEeCTBNATL SNEKTPOHHYH LcdpOoBYO NOANUCH AaHHbIX HA CEKPETHOM KIHoYe, KOTOPbIN XpaHUTCst
B AECKPUNTOPE annapaTHOro anropmMTMa, U NocneayoLLyo NPoBEpKy NOAMUCK Ha OTKPLITOM KNioYe YMCTO NporpamMmmMHbiMu meTogamu. lNMpoeepka nognucu
no3sornsieT y6eauTbecsl B TOM, YTO NOAMUCH BbIMOSTHEHA UMEHHO 3NIEKTPOHHBIM KITFOYOM, MOCKOMbKY K CEKPETHOMY Kntody AocTyna HeT. MpuMeHeHne
aCUMMETPUYHBIX anrOPUTMOB CUITBHO 3aTPYAHSIET NOCTPOEHWE AMYNATOPOB 3@ CHET TOTrO, YTO A1t MPOBEPKM MOXHO UCMONb30BaTh HE 3apaHee
M3BECTHble AaHHbIe, a Ntobble, CreHepupoBaHHble CrnyYanHbIM 06pa3om B npoLiecce paboTbl NPUNOKEHWS.

Takum 06pa3om, Mbl U36aBNSAEMCS OT «KIACCUYECKOW» CXEMbI «BOMPOC-OTBET», CBOMCTBEHHON CUMMETPUYHBIM U OAHOHAMNPaBMNEHHBLIM (PYHKLUSM, U
nogpasyMeBatoLLen CNob30BaHme NoMyYeHHbIX 3apaHee nap UCXOAHbIX U Npeobpa3oBaHHbIX AaHHbIX, HA KOTOPbIX, COBCTBEHHO, 1 OCHOBaHbI
TabnunyHble 3MyNSTOPbI.

O TOM, KaK NpaBuIbHO UCMOSMb30BaTb aCUMMETPUYHbIE anroputmel, cM. pasgen MNpunoxenve A. PekoMenaauum nporpaMMmUcTy.

['eHepaumsa cnyyamHbix Ynucen:.anroputm RND64

BaxHas uHcpopmauua

AnnapatHbii anroputm RND64 ecTb Tonbko B kntovax Guardant Sign/Time u nx pasHoBugHocTsax. OH He peann3oBaH B KIovax € 3arpy’KaemMbiM KOAOM
(Guardant Code n ero moaudukaumm).

RND64 npeactaenseT coboi anroputm reHepauunm 64-6UTHbIX CryYanHbIX YUCEN HA OCHOBE BGIIOYHOTO CUMMETPUYHOTO anropuTMa C CEKPETHBIM KITHOHOM.
[nuHa cekpeTHoro kntoya anroputma RND64 moxeT coctaBnsaTte 16 nnu 32 6awta (128 nnun 256 6ut). MuHumansHas anuHa 6noka AaHHbIX,
MHMLManu3npyoLwmx reHepaTop, coctaensieT 8 6anTos. [inuHa 6noka gaHHbIX AoMmkHa GbiTb KpaTHOWM 8 BanTam.

[na nonyyeHuns cny4vaiHbix Ymicen npu nomolum anroputmMa RND64 ucnonbayetcs dpyHkums GrdTransform (unu GrdTransformEx), npu Bbi3oBe koTopoi
Heobxoammo ykasaTtb B napameTpe dwAlgoNum yncrnosoe nms cooTBeTCTBYytoOLEero anroputma. Cogepxumoe bydepa pData Ha pesynbTaT BNUSHUSA He
okasblBaer.

3arpyxaemsblin kog(tonbko Guardant Code / Code Time)

ONEeKTPOHHbIN KoY C BO3MOXHOCTBIO 3arpy3ku Kofa NpunoxeHusi npefcTasnsieT coboi cBoero poda A0BEPEHHYI0 NnaTchopmy, NO3BOMSIOLLYI0
NPOV3BOAUTL 3HAYMMbIE BbIYMCIIEHNS BHE LIEHTPANbHOro NpoLeccopa 1 onepaTMBHON NamMsAT KOMNbOTEPA, Ha KOTOPOM paboTaeT 3aluLLeHHoe
npunoxexue.

TpaanLMOHHO 3NEKTPOHHBIE KITHOUM «yMEenu AenaTb» [iBe OCHOBHbIE BELLW: a) XpaHUTb Kakue-nmbo AaHHble, KpUTUYHBIE ANs paboThbl 3aLumiaeMoro
npunoxexusi, 6) BbINOMHATbL BHYTPU KMoYa anroputmel, NpeobpasytoLye faHHbIE MO HEKUM anropuTMam.

31K anropmTMbl, kKak NpaBusio, NPeacTaBnsloT coboi NMMB0 CUMMETPUYHbIE anropuUTMbl WNEPOBaHNSA, MO0 oaHOHaNPaBneHHbIe PYHKLUUM C CEKPETHBIM
KMio4YoM npeobpasoBaHus.

Pa3paboTumkm cucTem 3aLnTbl, OCHOBAHHbIX HA «TPAAMLIMOHHBIX» 3MEKTPOHHBIX KMHYax, 3a4acTyto UCTbITbIBAKOT CIIOXHOCTU C BbIGOPOM AaHHbIX,
KOTOpble MOXHO 6blf10 Gbl noaBeprate NpeobpasoBaHusiM. Kak npaBuno, Takme faHHbIe NMPUXOANUTCS reHepupoBaTh UCKYCCTBEHHO, @ HE UCMONb30BaTh
NOTOK pearnbHblX AaHHbIX, HA KOTOPbIX MPON3BOASATCS BbIMUCIIEHUS.

B cBsi3v ¢ aTuMm cyLecTByrOT NPo6embl, CBs3aHHbIE C TEM, YTO Npeobpa3oBaHHble annapaTHbIM anropuTMOM AaHHble, BO-NepBbIX, 4aneko He Bceraa
MOXHO MCMOMb30BaTh HAMPSIMYIO B NMPUIIOXKEHUN. BO-BTOPbIX, HY>XHO O4eHb NOCTapaThCsl, YTOObI MOTOK 3TUX AAHHbIX OblN Pa3HOOOPa3HbIM Ha NPOTSHKEHUM
[0CTaTOYHO ANUTENIbHOrO BPEMEHMU.

3aLmTHBIA MEXaHU3M 3arpyxaemMoro Koga OCHOBaH Ha TOM, YTO anropuTM, 3anporpamMmM1MpoBaHHbIv B KoY camMmum paspaboTymkom, obpabateiBaeT
HaTyparsbHble (ECTECTBEHHbIE) AaHHble, Noslydyaemble B npouecce paboTbl npunoxeHns. O6paboTaHHble AaHHbIE MOXHO UCMONb30BaTL B MPUNOXEHUM
HanpsiMyto, UCKIToYas NPOBEPKM BanNUAHOCTU, KOTOpPbIE, KaK MPaBWIIO, CBOASATCS K OAHON-ABYM acceMbnepHblM koMmaHaam. MoTok HaTypanbHbIX AaHHbIX
He MOCTOSIHEH M pa3Hoo6pa3seH. [oaToMy anroputm 3arpyxaemoro kofa ¢ 60rbLLON BEPOATHOCTLIO OyAET NPOU3BOANUTL BbIMMCIEHNS] HA MOCTOSIHHO
MEHSIOLLMXCSI AaHHbBIX, €CAN anropuTM 3TOT BEPHO BbIGPAH U KOPPEKTHO peanvaoBaH.
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