Guardant Code API. NHTepdenc npuknagHoro
NporpaMMMpoOBaHNA 3arpy>kaeMmoro Kkoga

Mpwu pa3paboTke 3arpyxaemMoro koaa ¢ 60nbLION BEPOATHOCTLIO MOXET BO3HUKHYTb HEOBX0AMMOCTb 0BpaLLaThCs K pecypcam Krova, HaxoasLwmMmcs B
obnactn EEPROM (3awmLieHHbIM S4eiikaM, anroputMam), unu K Tanmepy. MNoatomy 6bin paspaboTtaH cneumanbHbii MHTEpAEenc npuknagHoro
nporpammupoBanusi Guardant Code API (cm. CripasouHyto cuctemy Guardant APl) Bubnuoteka atoro APl cogepXxuT 60nbLUMHCTBO hyHKUMI Guardant
API, aganTupoBaHHbIX AN UCNOMb30BaHWSA U3 Cpedbl 3arpyxaemoro koga.

OcHoBHoM HioaHc npu paboTe ¢ Guardant Code API cocTouT B TOM, Y4TO X3HAS 3aLUMLLEHHOTO KOHTEHEpa B 3arpy»KaeMoMm KoAe TepsieT CMbICH, MOCKOMbKY
3TOT KOf, BO-NEpBbIX, UMEET AOCTYN TOMbKO K OAHOMY KItouy, a BO-BTOPbIX, HE CYLLECTBYeT CUTYyaLmMn KOHKYPEHTHOrO AOCTyna K pecypcam knova us
pasHbIX MOTOKOB OAHOTO NPUIIOXKEHUS U U3 Pa3HbIX NMPUMOXEHWUNA.

Bmecte ¢ Tem, dyHkumam BHyTpeHHoro AP 3arpyxaemoro koga nepegaetcs napameTp Tuna HANDLE. 3to caenaHo ans cobnogexunsi eamHoobpasus u
yao6cTBa oTnafku 3arpyxaemoro koga.
Guardant Code API nogaepxuBaeT ocHoBHble dyHKUMM Guardant API, cBA3aHHbIe C XpaHeHWeM AaHHbIX U paboTol ¢ anroputMamu.

Kpome Toro, B API 3arpyaemMoro kofa CyLecTByeT BO3MOXHOCTb Bbl3blBaTb KpUNTOrpacmyeckune anroputMbl, He UCMOMb3yst 4ECKPUMTOPLI, @ HanpsMyHo,
noao6Ho Tomy, kak B Guardant AP| BbI3bIBAOTCS NPOrpaMMHoO-peanv3oBaHHble anropuTMbl. [ns 3TOro BMECTO YMCIIOBOTO MMEHM YEIKM, CoAepXKalLen
[ECKPUNTOP, YKasblBaeTcs crieunarnbHoe 3ape3epBMpoBaHHOe UMS anropuTMa.

Ecnu B 3arpyxaemMom koge npucyTcTBytoT pyHkuumn Guardant APl (Hanpumep, B KoY NepeHOCUTCS anropyTM, KOTOPbIV paHbLUe 3alumLiancs Knoyamm
Guardant), To Ana 6onbLIMHCTBA 3TUX (PYHKUMIA cyLiecTBytOT aHanorn B Guardant Code API, un noptupoBaHue GyaeT 3aknovatbes B CMeHe npecukca ¢ Gr
dXXX Ha GeaXXX nnn GecaXXX.

Hasgahue KpaTtkoe onucaHue
yHKLMN

GcaCrash() | VinmuumposaTtb owmbKy cpeabl ucnonHeHusa Guardant Code

GcaEXxit() BoIviTt 3 3arpyxaemoro koga. B Bbi3biBatoLLee NpunoxeHue nepenaeTcs ko Bo3spata
GcaledOn() | BknounTb CBETOANOAHBIN MHAMKATOP

GcaledOff() | BbikntounTb CBETOANOAHBINA UHAMKATOP

GcaRead() ' [Mpountath gaHHble 13 EEPROM, aHanornyHo GrdRead()

GcaWrite() = 3anucatb gaHHble B EEPROM, aHanormyHo GrdWrite()

GcaPI_Rea | MNpounTaTh AaHHble U3 3alUMLLEHHON sivelikn, aHanornyHo GrdPl_Read()

d()

GeaPl_Upd = MN3meHuTb AaHHble 3almLieHHom siueitku, aHanorndyHo GrdPl_Update()
ate()

GcaPl_Get | Monyuntb BpeMsi XM3HW 3aLUMLLEHHON sYeikn, aHanornyHo GrdPIl_GetTimeLimit(). Ans Guardant Code Time
TimeLimit()

GceaPl_Get  [NonyunTb 3Ha4eHne cHeTUMKa OCTABLUMXCS BbIMOMHEHWI anroputma, aHanornyHo GrdPl_GetCounter()
Counter()

GcaGetTim | MonyunTb Tekylwee Bpems u3 RTC knioya, aHanornyHo GrdGetTime(). Ans Guardant Code Time

e()

GcaGetRT | Mpoeputb BanuaHocTb 3Ha4eHns RTC, aHanornyHo GrdGetRTCQuality(). Ans Guardant Code Time
CQuality()

GcaGetLast | Monyunte nocnegHuii kog owmbkn, aHanornyHo GrdGetlLastError(). Bo3spaluaeT kog owmnbku, koTopas NpousoLuna npu nocnegHem
Error() Bbi3oBe pyHkUmmn Guardant Code API

GcecaCrypt | LUndppoBaTb AaHHbIE CUMMETPUYHBIM anropuTMom, aHanorniHo GrdCryptEx(). Ans nporpammHoro anroputma AES128 Tpebyetcs
Ex() Opyrow paamep KoHTekcTa. KOHTeKCT AomkeH ObiTb BbIPOBHEH Mo rpaHuue B 4 6anta (!) npumeHeHnem makpoca ALIGNED

GeeaSign() | Boluncnute SLIM, aHanornyHo GrdSign(). MpucyTcTByeT AONONHUTENBHBIA NapaMeTp — KoY NOAMNUCU U BapuaHT BbI30Ba, paboTatoLumin
B 06xo4 Tabnuubl AeCKPMNTOPOB

GcecaVerify | MNposeputb 3L, aHanormyHo GrdVerifySign()
Sign()


https://dev.guardant.ru/pages/viewpage.action?pageId=1280078
https://dev.guardant.ru/pages/viewpage.action?pageId=1278128
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BaxHo!

eHepupoBaThb kntoyeByto napy Ans anroputma 3LM ECC160

Bbluncnutb xaLw-gyHkumio, aHanornyHo GrdHash()

"eHepupoBaTh cnyyanHoe ogHobanToBoe Yncno

YcTaHoBUTL paspelueHHoe BpemMs paboTel 3arpyxaemMoro koga

3anpocuTb MHGOPMaLMIO U3 AeCKpUNTOpa 3arpyxaemoro koaa

BbinonHutb kog u3 Opyroro y4vacTtka 3arpyxaemoro koga

1. Mopapo6Hyto nHdopmMauwmio no dyHKumMaM BHyTpeHHero Guardant Code API cm. B CnipaBouHoli cucteme no Guardant API

2. Mockonbky B Guardant Code He peanu3oBaH anroputm GSII64 n npounssoaHbie oT Hero (HASH64, RANDG4 v T. A4.), BO3MOXHO npuaeTcsa
HeMHOro nepepaboTaTh CyLLECTBYIOLLYIO CXeMy 3aLuMTbl Ha ucnonb3oBaHue anroputmos AES128 ans wudposanms n SHA256 ans
X3LIMpoBaHus. Bce octanbHble BO3MOXHOCTU NpeabiayLLmnX NOKONEHWI Kntoven npucyTcTBytoT 1 B Guardant Code.

CepsucHble dpyHkumn GrdAPI ans paboTbl ¢ 3arpy)kaeMbiM KOOOM

3arpyxaemblii Ko, B OTIMYME OT siYeeK C AaHHbIMW U AeCKPUNTOPOB anmnapaTtHbIX anropuTMOB, XpaHUTCSt B Apyro obnactu namsti knoya, ans

KOTOpOW

NCNONb3YKTCA UHbIE NPUHUUNBLI aapecaunn. |-|03TOMy [ANA 3arpy3kn Koga B NnaMaATb Kno4a, ero BbINOJIHEHUA N OPYTUX onepauvu?n

CYLLeCTBYIOT cneumanbHble dyHkumnn Guardant API.

[nsi 3anvcy B KIoY 3arpyxaembli kof npeobpasyeTcs B hainn cneuuansHoro opmata GCEXE (Guardant Code Executable), o6ecneuvBatoLero
3aluMTy OT noanesku, NoAMeHbl U aHanm3a. JTa 3awmTa obecneunsaeTcs LWMMPOBAHNEM KPUNTOCTONKMMU anroputmamm n SUIM. Takas 3awumTa
AenaeTt BO3MOXHbIM 6e3onacHoe 06HOBMNEHME 3arpyaeMoro Kofa B Kroye, B TOM YMCIe Npy nepeckinike gainoB No OTKPbITLIM KaHanam u yepes
ceTun obLero Nnonb3oBaHUs.

daiin popmata GCEXE reHepupyeTcs Ha OCHOBE AaHHbIX AECKpUMNTOpa 3arpy»aemoro koga, CKOMMUIIMPOBaHHOTO koda 1 map-caina yTunutomn
nporpammupoBaHus kntoyen GrdUtil.exe.

OpHaxabl creHepypoBaHHbIN hann MoXeT OblTb UCMONBb30BaH Afs 3anvcu B TUPaXUpyeMble KIoumn TOoW xe yTunuton. Ecnu npegnpogaxHoe
nporpaMMmMpoBaHne OCYLLECTBISIETCA NPU MOMOLLM COBCTBEHHbIX creLmanbHO pa3paboTaHHbIX MHCTPYMEHTOB, hain ¢ 3arpyxaembiM KOJoM
MOXeT ObITb 3anncaH B Koy npu nomoLum dyHkumm GrdCodeload().

Cnuncok cepBuCHbIX pyHKumin Guardant API:

HaseaHue chyHKUMK Kop pocryna KpaTtkoe onucaHue

GrdCodeGetinfo Private Read MonyunTb MHOPMaLMIO U3 fecKpunTopa 3arpyxaemoro koaa

GrdCodeLoad

GrdCodeRun

Private Read 3anucatb GCEXE-gaiin, cogepxalunii 3arpyxaembiit kog, Bo Flash-namsTe knova

Private Read BbINonHWTL 3arpyxaembiin Koj,

GrdSetDriverMode Private Read 3apaTb USB-pexum paboTbl knoya


https://dev.guardant.ru/pages/viewpage.action?pageId=1278128
https://dev.guardant.ru/display/DOC/GrdCodeLoad
https://dev.guardant.ru/display/DOC/GrdCodeGetInfo
https://dev.guardant.ru/display/DOC/GrdCodeLoad
https://dev.guardant.ru/display/DOC/GrdCodeRun
https://dev.guardant.ru/display/DOC/GrdSetDriverMode
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