GrdCryptEx

PyHkumsa(meton) GrdCryptEx 3awwmdpoBbiBaeT unm pacumgposbiBaeT 610k AaHHBIX NPW MOMOLLM annapaTHO- UK NPOrpaMMHO-peanv3oBaHHOro KpUnTor
padwmyeckoro anroputma (GSI164,AES128 nnn AES256).

CuHTakcuc

(o]

int GRD_API G dCrypt Ex(
HANDLE hGrd,
DWORD dwAl go,
DWORD dwDat alLng,
void *pDat a,
DWORD dwivet hod,
DWORD dw VLng,
void *plV,
voi d *pKeyBuf,
voi d *pCont ext
voi d *pReserved

hGrd | xaHAn, Yepes KoTopbIil ByAeT BbINONHeHa AaHHas onepaums

[in]

dwAlg | Homep peckpunTopa annapatHoro anroputma (GSI164,AES128) unu Homep nporpamMmMHo-peanusoBaHHoro anroputma (AES256), kotTopbiM ByaeT NpoBoAnTLCS LM POBaHWE UK
o[in] | pacmdpoBaHue. [porpaMMHO-peann3oBaHHblii anroputm AES256 nmeet Homep GrdSC_AES256.

dwDat | anvHa 6ydepa AaHHbIX B GaiiTax
alng [i
nJ

pData ' yka3aTenb Ha 6ydep AaHHbIX OTKPLITOrO UMK 3alLndPOBaAHHOMO TEKCTa
[in,
out]
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dwMet = cnepytowme cnarv No3BoONsOT ykasaTb pexumM paboTel anroputMa 1 TMn onepaumm:
hod

[in] BuTbi 0-5 - pexum paboTbi anroputma
GrdA | PexuM 3MeKTPOHHO KOAOBOM KHUMM (PEXVUM NPOCTOi 3aMeHbl). Kaxablit 6ok OTKpLITOro TekcTa 3ameHsieTcst GrokoM LumgpoTekcTa. LLndposaHne ABYX 0AMHAKOBbLIX GrOKOB AacT

M_E  upeHTWuHbI pesynbTaT. CkopocTb 06paboTku 6rokos B pexxume ECB cukenposaHa. HepoctaTok ECB, B cp: C Apyrimm pt WK1POBaHNSA, — COXPaHEHNE CTaTUCTNHECKNX
CB 0co6eHHOCTel OTKPBITOTO TeKCTa.

GrdA | Pexum cuennenusi 6nokos wudpoTekcTa. Kaxablii 6110k OTKpLITOro TekcTa (kpome nepeoro) No6buToBo cknaabiBaeTcs no moaynto 2 (onepaumns XOR) ¢ npeablayLWMM peaynbTaTom
M_C  wudposaHus. Takum o6pa3som, kaxabiit 6ok 3amndpoBaHHOTO TEKCTa 3aBUCUT OT BCeX GIOKOB OTKPBLITOro TekcTa, obpaboTaHHbix Ao Hero. Pexum CBC nuwéH HegoctaTtka anroputma ECB,
BC HO BC& e 1MeeT psii HeAOCTaTKOB C TOYKW 3peHus GesonacHoCcTU.

GrdA | Pexum o6paTHoii CBA3W NO LWMMPOTEKCTY (PEXUM raMMVPOBaHUs ¢ 06paTHOl CBA3bI0). [ins WndpoBaHus crieayoLero 6roka oTKpPbITOro TEKCTa OH CKIaAbIBaeTcs No MOAYIio 2 ¢
M_C  nepelumdpoBaHHbIM (65104HBIM LWUEPOM) pe3ynbTaTom WwidpoBaHus npeabiayLuero 6roka. Kpuntoctorkocts CFB onpeaensietcs KpUnTocTOMKOCTbIO MCNOMNb3yeMoro wudpa.
FB

GrdA  Pexum 0GpaTHOM CBSA3U MO BbIXOAY. B 9TOM pexume OTKPbITHIN TEKCT UCTMOMNb3YIOTCS TOMBKO ANst KOHEYHOTO CNoXeHUs. Onepauuu 6104HOTO Wdpa MOryT BbiTb BbINOMHEHBI 3apaHee,
M_O | no3sBonsisi BLINOMHUTE 3aKMIOYUTENBHOE LUMMPOBAHNE NAPasnnenbHO C OTKPbITbIM TEKCTOM.
FB

bwur 6 - peaeps
Bur 7 - TMn onepauvn

GrdA = 3awwudposaTb 61Ok AaHHbIX
M_E
nerypt

GrdA = Pacwwudposatb 610K AaHHbIX
M_D
ecrypt

Butbi 8-9: Homep 6noka AaHHbIX

GrdS  MMepsblit 610K AaHHbIX
C_Fir
st

GrdS = Creaytowuii 6110k AaHHbIX
C_Ne
xt

GrdS | MocneaHuit 6ok AaHHbIX
C_La

st

GrdS = OpguH 610K AaHHbIX
C_All

dwlVL = AanvHa BeKTOpa MHULManusaumu:
ng [in] = pna GSII64 - 8 6awT, ans AES128 n AES256 - 16 6ant

plv ykasaTernb Ha BEKTOp MHULManuaauuv Ans pexumos wudposauus CBC, CFB n OFB. ins pexvma ECB faHHbIN napameTp urHopupyeTcs
[in,out]

pKeyB ' ykasaTenb Ha kntou L1 poBaHus Ans nporpaMMHo-peanun3oBaHHoro anroputma AES256. [nuna kntoya 32 Gaiita (GrdAES256_KEY_SIZE). Mpwy ncnonb3oBaHnu annapaTHoro
uf [in] | anroputMa napameTp AormkeH bbiTb paseH NULL

pCont yKasaTtenb Ha 6y¢1ep KOHTEeKCTa LI.II/IdeOBaHVISl (TOﬂbKO Ansa nporpaMmMHO-peanu3oBaHHbIX aJ'IFOpVITMOE). Ecrm npegnonaraeTcsa qu)poaaume HECKONMbKUX GroKoB AaHHbIX
ext [in, ' (vcnonb3ytotcsa donarv GrdSC_First / GrdSC_Next), To ans koHTekcTa fomkHa ObiTb 3ape3epBupoBaHa naMsiTb pasmepom GrdAES_CONTEXT_SIZE. Mpu ncnonb3osaHum
out] annapaTHOro anropuTma napameTp JorkeH 6biTb paBeH NULL

Reser | He ucnonb3yetcs. MNapameTp gormkeH 6biTb paBeH NULL
ved

GrdE_OK Onepauys BbINOSIHEHA YCMELLHO.

GrdE_AlgoNotFound = AnropuTma ¢ yka3aHHbIM HOMEPOM He CyLLEeCTBYET.

GrdE_lInvalidArg 3agaHo HeJonycTUMoe 3Ha4YeHne OAHOro N3 apryMeHTOB pyHKLMN.
GrdE_NoService [lns anroputma/sayenkn cepemc He NPeayCMOTPEH.
GrdE_GPis0 CyeTunk anropuTma AOCTUM HYNEBOro 3HAYEHNS.

GrdE_Inactiveltem Anroputm/siyerika HaxoasTCA B HEAaKTUBHOM COCTOSIHUM, KOMaHAa He BbINOSHEHa.

MepeiiTn k cnvcky Bcex owmbok Guardant API

®yHkums GrdCryptEx nossonset 3awwmdposaTh Unu paclumdpoBaTh AaHHbIE C MOMOLLBIO annapaTHO- Uy NPOrpaMMHO-pPean3oBaHHOMO CUMMETPUYHOTO
anroputmMa wudposaHus. Ecnv napameTp dwAlgo cooTBETCTBYET annapaTtHOMY anroputMmy, Bbl3oB nepeagpecyetca dyHkuum GrdTransformEx. MHade,
ecnv anropuTM peanv3oBaH NporpamMmmMHo (YCTaHOBMEH cTapluunii 61UT B napameTpe dwAlgo), Bbi3blBaeTCs COOTBETCTBYOLAS (DYHKLMS MPOrpamMMHOro
LwmncpoBaHms.

[nuHa 6ycepa faHHbIX 3aaaétcs napameTpom dwlng. [ins pexumos ECB n CBC oHa gomkHa 6bITb kpaTHa pasMepy 6rnoka anroputma LundpoBaHus, B
NPOTUBHOM crnyyae Bo3BpaLyaeTcsi owmnbka GrdE_InvalidArg. Onsa pexxumos CFB n OFB anvHa mMoxeT 6bITb NPOU3BOMNBHON, T.K. B 3TUX peXMMax
OTKPbITHIN MK 3aLMdPOBaHHbIN TEKCT CKNAAbIBAOTCS MO MOAYMIO 2 C KMIOYEBLIMU 6roKkamMu NonyYeHHbIMU B pe3yrnbTate paboTbl onepaummn 6noyHoro
wndppa. OTKPbITLIA UNK 3aMMPOBaHHBIN TEKCT AOIMKHBI HAXOAUTLCS MO aapecy, ykasaHHOMY B napameTtpe pData. Ecnv cyHKUMS BbINONHEHA YCMELLHO,
TO no aToMy agpecy 6yayT pasmeLleHbl 3alwmndpoBaHHbIe U pacluMdpoBaHHbIe AaHHble TOW xe ANvHbL. B aTom cnyyae dyHkumsa Bo3spalaeT GrdE_OK.
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Ecnv wudposaHme BbINOMHANOCH 610KkaMy NPOM3BOSBHOI AMIUHBI, TO AN KOPPEKTHOMO paclumMdpoBaHus AnvHa U Nopsiaok 06paboTku GII0KOB AOMKHbI
coxpaHsaTbes. MNpy BbINOMHEHWN Onepauui LWMMPOBaHUS 1 paclumMpoBaHUs CriefyeT UCMOMb30BaTb OOMH M TOT e BEKTOP MHMULMaNM3aLmm, ecnm
npeanonaraeTcs Nosly4uTb UCXOAHBIN OTKPbITHINA TEKCT.

[ns annapaTHbIX anropMTMOB:

LLincdpoBaHue BbINOMHAETCA anropuTMOM C HOMEPOM, 3aAaHHbIM B napameTpe dwAlgoNum. 3TOT anroputm npeaBapuTenbHO A0MmKeH 6blTb CO3aaH, B
NpoTUBHOM cyyae Bo3BpaLlaeTcsi owmbka GrdE_AlgoNotFound. Ecnv B geckpunTope anroputma yctaHoBneH dnar "yMeHblUeHne cyeTymka”,

TO BblYUTaHME CHETYMKA anropMTMa NPONCXoauT Npu kaxaom Beizose GrdCryptEx. Mpu 4OCTUXXEHUM CHETYMKOM HYNEBOTO 3HAYEHUs!, BO3BpaLLaeTCs
owwubka GrdE_GPis0. Ecnu npu co3gaHumn anroputMa unum B npotecce paboTbl OH Obln NepeBefeH B HEakTMBHOE COCTOsIHME, Bo3BpaLlaeTcst ownbka Grd
E_lInactiveltem.

B uenax 6e3onacHOCTH, B 37IEKTPOHHOM KItOYe CYLLECTBYEeT BO3MOXHOCTb CO3[aBaTh anropuTMbl NO3BOMSOLLME TOSBKO 3aLUMEPOBLIBATL UMK TONBKO
pacwmdpoBbIBaTh AaHHbIE. [INa TakMx anropMTMOB TUN onepauuny, nepefasaemMblvi B napameTtpe dwMethod, nomkeH cooTBeTCcTBOBaTL TUMY anroputma
BHYTPW 3MEKTPOHHOTO KroYva, B MPOTUBHOM Crydae Bo3BpalyaeTcs owmnbka GrdE_NoService.

B Takux pexumax wmdposaHusi, kak CBC, CFB n OFB dyHkumn Heobxoaumo nepeaathb ykasaTtenb Ha BEKTOP UHMUmanusaumm plV n anvHy Bektopa
nMHuumanusauum B napametpe dwl/VLng. Mocne BeiNonHeHns onepauun 6ydep, Ha KoTopbln yka3biBaeT plV, ByaeT cogepxaTtb 3HayeHne Heobxognmoe
yHKLMM ANS NOBTOPHOrO BbI30Ba. TaknM 06pa3oM, Ha4YanbHoe 3HaYeHne BeKTopa nHnuuanusauum yaet nameHeHo. innHa Bektopa nHuumuanvsaumm
[oMmkHa ObITe paBHa pasmepy 6noka anroputma wudpoBaHus. Ecnmn AnvHa okaxeTcs 6onblie ykasaHHOW BENUYMHBI, TO NULLIHWE BaiiTbl 6yayT
NPOVrHOPUPOBaHbI. Ecnn AnnHa okaxeTcs MeHbLUEe yKa3aHHOW BENUYMHBI, TO UCXoaHbIN 6ydep ByaeT aononHeH Hynsmu. Mpu Bbi3oBe dYHKLUUM C
HyneBbIM yKasaTenem Ha BEKTOP UHULManusauum, CuTyaums paBHOLEHHA UCNOMb30BAHWIO BEKTOPA MHULIMANU3aLmmn COCTOALLErO U3 HYNeBbIX 3Ha4YeHU
MW BEKTOPA MHMLMANM3aLmMmn Hynesow AnnHbl.

CkopocTb paboTbl OYHKLMM 3aBUCUT OT BbICTPOAENCTBUS SNIEKTPOHHOTO KItoYa M ANWHbI NepeaaHHbIX AaHHbIX. CrieflyeT 3aMeTuTb, YTO CyLLECTBYET

MaKkcuManbHas AnunHa naketa faHHbIX NepeaaBaemMblx B K. [ns JOCTMXKEHUS MakcUManbHOro GbiICTpoaencTBUS, ANMHA NepefaBaembix (OyHKLUN
[aHHbIX JoMKHA ObITh KpaTHa 3Toi BenuuuHe. Ecnv AnvHa nepefaHHbIX JaHHbIX NPEBbILLIAET MakcUMarnbHylo ANVHY NakeTa, To noBeeHue hyHKLUM
aHanorn4yHo eé MHOrokpaTHOMYy BbI30BY.

[inA nporpaMMHO-penu3oBaHHbIX anropUTMOB:

Kntoy windpposaHus nepeaaércs dyHKUMM Yepes napametp pKeyBuf. invHa knova dvkcupoBaHa 1 paBHa 32 6aintam. [ina xpaHeHns knova
LwundposaHus n Bycdepa obpaTHOIN CBA3M (B 3aBUCUMOCTH OT pexnma paboTbl anroputma) UCNosnb3yeTcs KOHTEKCT (napameTp pContext). Ecnv Bbi3oB
ocywectansietcs ¢ pnarom GrdSC_All, To napameTp pContext moxeT 6biTb paBeH NULL. B aTom cnyyae yHKUMS NO3BONAET 3awmdpoBaTb Unm
paclumdpoBaTh TONbKO OAMH 6ok AaHHbIX. Ecnn npeanonaraeTcs MCNonb3oBaTh MHOTOKPATHBIW BbI30OB (OYHKLMW AN LWNPOBAHWUS HECKOIBbKUX G10KOoB
OaHHbIX, TO NaMSATb ANA KOHTEKCTa AoMmkHa ObiTb 3ape3epBupoBaHa 3apaHee, a (yHKUMIO CreayeT Bbi3blBaTb C OAHUM U3 yCTaHOBMNEHHbIX dhnaros GrdSC
_First unn GrdSC_Next B napameTtpe dwMethod, B npoTuBHOM cnyvae Bo3BpaliaeTcs owmbka GrdE_InvalidArg. MepBbili BbI30B BCeraa cneayeT
BbINOMHATL ¢ pnarom GrdSC_First, B 3ToM cnyyae yHKUMS CHUTBLIBAET KItoY LUMGPOBAHKS, BEKTOP MHMLMANU3aummn 1 BbIMOMHSIET WKdpPOBaHME.
Mocnepytowme Bbi3oBbl (GrdSC_Next) no3sonsoT NpoAomKMTbL LUMMPOBaHNE UCNONb3YS 3a4aHHbIN KNoY U pexuM paboTbl anroputma.

B Takmx pexumax wudposaHus, kak CBC, CFB n OFB dyHkummn Heobxoanmo nepepaTth ykasaTernb Ha BEKTOP MHUUManu3auun plV v anvHy Bektopa
MHUUmManusauuu B napametpe dwl/VLng. [invHa BekTopa MHMUMan3aumm aomkHa 6biTe paBHa pasmepy 6noka anropytma WwmdgpoBaHusi, B NPOTUBHOM
cnyyae Bo3BpatlaeTcsi owmnbka GrdE_InvalidArg.

Ons anroputmo GSI1164

Pa3mep 6noka anroputma wndpoBaHusi paseH 8 6ant. MakcumaneHas anvHa naketa 248 6aint (GrdAMRS_GSII64).

Ons anroputmoB AES128

Pa3mep 6noka anroputma wndpoBaHusa paseH 16 6anT. MakcumanbHasa gnuHa naketa 16384 6anT.

Ons anroputmos AES256

Pa3mep 6roka anroputma WndpoBaHns paseH 16 6ant.

Ons anroputmos ECC160

[na paboTbl C annapaTHO-peanu3oBaHHbIMU anroputmamm ECC160 ncnonb3yinte dyHkumo GrdSign.

Ona anroputmoB HASH64
[ns paboTbl ¢ annapaTHo-peanun3oBaHHbIMK anroputMamun HASH64 ncnonbayiite dyHkumio GrdHashEx.

Ci#
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public static G dE G dCypt Ex(Handl e grdHandl e, GrdAl gNum al gNum byte[] data, G dAM nethod, byte[] ivV)
public static G dE G dCrypt Ex(Handl e grdHandl e, G dAl gNum al gNum byte[] data, G dAM nethod, byte[] iv, byte[]

key)
public static G dE G dCrypt Ex(Handl e grdHandl e, G dAl gNum al gNum byte[] data, G dAM nethod, byte[] iv, byte[]
key, byte[] context)

grdHandle [in]

Tun: Handle

X3HAM, Yepes KOTopbIv ByAeT BbINONHEHa faHHasi onepauys.
algNum [in]

Twn: GrdAlgNum, GrdAN, GrdSA

Homep geckpunTopa annapatHoro anroputma (GS1164,AES128) nunu Homep nporpaMmMHo-peanuaoBaHHoro anroputma (AES256), kotopbiM ByaeT
nNpoBOANTLCS LWIMGPOBaHNE Unu paclumdpoBaHme. [ns HarnsaHoCcTM cneayeT uenonb3oBaTtb GrdSA.AES256 ansi nporpaMMHOro-peanv3oBaHHOro
anroputMa AES256. B npumepax ncnonb3aytotest 06bekThl knacca GrdAN ans nepefaym HOMEPOB AEMOHCTPALMOHHbBIX anropuTMOB.

data [in, out]

Twn: byte [ ]

MaccuB AaHHbIX OTKPBITOrO MK 3aMdpPOBaHHOMO TEKCTa.
method [in]

Tun: GrdAM

[Ins oQHOBpPEMeHHOI nepefaym MeToay pexuma paboTbl anroputma, Tuna onepaumm LWNpPoBaHna U Homepa 6noka AaHHbIX (CM. onucanve GrdSC),
knacc GrdAM cogepxuT neperpysku onepatopa crnoxeHus. Hanpumep, 4tobbl nporpaMmMHo 3awumdpoBaTh OAMH GNOK B peXvMMe 3NeKTPOHHOW KOJ0BOM
KHUIK, MeTody aoctatouyHo nepegatb GrdAM.ECB + GrdAM.Encrypt + GrdSC.All .

iv [in]

Twvn: byte []

BekTop vHuumanusaummn ans pexumos wudgposaxHus CBC, CFB n OFB:

nna GSII64 - 8 6awT, ona AES128 n AES256 - 16 6anT.

key [in]

Twn: byte [ ]

Bydep Ans nepenayu krova LWMdpoBaHna Ans NporpammHo-peann3oBaHHoro anroputma AES256. [inuHa kntova 32 6anta (GrdAES256.KEY_SIZE).
context [in]

Twn: byte [ ]

Bydep Ans KOHTEKCTa Npyu MCMOMNb30BaHUU NPOrPaMMHO-Pean30BaHHbIX anropUTMOB (TOMBKO B PEXUME LUMGPOBAHUS HECKOSbKUX GIIOKOB AaHHbIX,
Korga mcnonbayeTtcs nocneposaTtensHock GrdSC.First / GrdSC.Next). [ins koHTeKcTa AomkHa ObiTb 3ape3epBupoBaHa namaTb padmepom GrdAES.
CONTEXT_SIZE.

GrdE.OK Onepauus BbINOMHEHa yCNeLHo.

GrdE.AlgoNotFound | Anroputma ¢ ykazaHHbIM HOMEPOM He CyLLeCTBYeT.

GrdE.InvalidArg 3apgaHo HeoMyCcTUMOe 3Ha4YeHUe OfHOro U3 apryMEHTOB OyHKLMK.
GrdE.NoService [ins anroputma/syeinku cepBuC He NPeayCMOTPEH.
GrdE.GPis0 CyeTymnk anropuTMa AOCTU HYNEBOro 3HaYEHHUS.

GrdE.Inactiveltem Anroputm/syeiika HaxXoAaAaTCA B HEAKTUBHOM COCTOSIHUM, KOMaHAa He BbIMOSHEHA.

MepewTtn K cnmcky Bcex owmnbok Guardant API

Meton GrdCryptEx nossonseT 3awmdpoBaTb Unu pacmgpoBaTb AaHHbIE C MOMOLLLIO annapaTHO- U NPOrpaMMHO-Pean3oBaHHOIO CUMMETPUYHOTO
anroputMa wudposaHus. Ecnv napametp algNum cooTBeTCTBYeT annapaTHOMY anropuTMy, BbI3oB nepeagpecyetcs dpyHkummn GrdTransformEx. UHauve,
ecnv anropuTM peanv3osaH NporpamMmMHo (yCTaHOBMEH cTapLuunii 6uT B napameTpe algNum), Bbi3bIBaETCH COOTBETCTBYIOLAA PYHKLMA NPOrpaMmMHOro
LundpoBaHus.
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[nuHa 6ydepa gaHHbIX Ans pexxumo ECB n CBC pgomkHa ObiTb kpaTHa pasmepy 6noka anroputMa WwWndpoBaHus, B NPOTUBHOM criyvae

Bo3Bpalyaetcs owwnbka GrdE.InvalidArg. Onsi pexxumos CFB 1 OFB anuHa MoxeT 6bITb NPOM3BONbHON, T.K. B 3TUX PEXMMAX OTKPbITbIA UK
3alnPOBaHHbIV TEKCT CKNaAbIBaOTCA N0 MOAYIO 2 C KIoYeBbIMU Griokamu NonyyYeHHbIMY B pedynbTaTe paboTbl onepauum 6no4Horo wudpa.
OTKPbITLIN MNW 3aLLNPOBAHHbLIN TEKCT AOMKHBI HAXOAUTLCA B MAacCUBE NepefaBaeMoM Mo CCbifKe B napameTpe data. Ecnv MeToz BbINOMHEH yCneLHo,
TO B 9TOM e Maccue ByayT pasmelleHbl 3alumndpoBaHHbIE UNK pacluMdpoBaHHble AaHHbIe TOM Xe AnuHbI. B aTom cnyvae meTop BosspaltaeT GrdE.OK.

Ecnu windpoBaHme BbINOMHANOCH Gr1okaMu NPoM3BOSbHON ANVHbI, TO Asi KOPPEKTHOrO paclumndpoBaHnsa AnvMHa U Nopsaok 06paboTku 6rOKOB AOMKHbI
coxpaHaTbest. [Mpy BbINONHEHUN onepaumii LUMPOBaHUS 1 paclumMdpoBaHus criegyeT UCNoNb30BaTh OAWH U TOT e BEKTOp MHULManM3auum, ecnm
npegnonaraeTcsi Nony4YnTb UCXOAHbIN OTKPbITLIV TEKCT.

[ns annapaTHbIX anropMTMOoB:

LLincdpoBaHue BbINOSHSAETCA anropuTMOM C HOMEPOM, 3aAaHHbIM B napameTpe algNum. SToT anropuTm npeaBapuUTenbHO A0SKEH ObITb co3aaH, B
NPOTUBHOM Cryyae Bo3spallaeTcsi owmnbka GrdE.AlgoNotFound. Ecnu B Aeckpuntope anroputma ycTaHoBreH cnar "yMeHbLUeHne cyeTymnka”,

TO BblUMTaHME CHETYMKA anropuTMa NPOMCXoauT Npu kaxaom BbidoBe GrdCryptEx. Mpu JOCTUXKEHUN CHETYMKOM HYIIEBOrO 3HaYeHuWsi, BO3BpaLLaeTcsi
owwnbka GrdE.GPis0. Ecnu npu co3paHum anroputMa unu B npouecce paboTbl OH Bbin NepeBefeH B HEAaKTUBHOE COCTOSIHUE, BO3BpaLLaeTcs olwnbka
GrdE.Inactiveltem.

B uenax 6e3onacHoOCTW, B 3NEKTPOHHOM KItoYe CyLLEeCTBYeT BO3MOXHOCTb CO3AaBaTh anropuTMbl NO3BOMSAOLLME TOMLKO 3alLndpoBbIBaTL UMW TOMLKO
pacwmdpoBbIBaTh AaHHbIE. [INg TakMx anropyTMOB TUM onepauuy, nepefaBaemMblvi B napameTpe method, AomKeH COOTBETCTBOBaTL TUMY anroputMma
BHYTPW 3NEKTPOHHOrO Kroya, B MPOTUBHOM cryyae Bo3Bpaluaetcs owmbka GrdE.NoService.

B Takmx pexumax wugposaHus, kak CBC, CFB n OFB meTogy HeobxoamMmo nepedath CCbifiKy Ha MaccuB, cogepXalliuii BEKTOp UHMUmManusaumm
(napameTp iv). [Mocne BbINOMHEHUS ONepaumn AaHHbIA MaccuB ByaeT cofepxaTtb 3HaYeHUss HeobxoaAMMble MeTOAY Ans MOBTOPHOrO Bbi3oBa. [AnvHa
BEKTOpa MHWLManu3aumm JormkHa ObiTe paBHa pasmepy 6roka anroputma wudpoBaHus. Ecnv anvHa okaxeTcsi 6onblue ykasaHHOW BEMUYMHBI, TO
NWLWHWE GaiTbl ByayT NPOUrHOPMPOBaHbl. ECn AnnHa oKaXXeTcst MeHbLUe yKa3aHHOWM BENUYMHDBI, TO UCXOAHLI MaccuB ByaeT AONOSHEH Hynsmu. Mpu
BbI30BE METOAA C HYNEBLIM yKa3aTeneM Ha BEKTOP MHULManM3aumm, CUTyaumsi paBHOLEHHA UCMONb30BaHWI0 BEKTOPa UHULMAnNu3aLmm cocTosiLLero n3
HYNEBbIX 3HAYEHMWIA UNK BEKTOPA MHULIMANM3aLMM HyNeBON ANUHbI.

CKOpOCTb paﬁOTbI mMeToaa 3aBUCUT OT 6bICTp0,Cl,el7]CTBVIﬂ ONEKTPOHHOrOo Kn4a 1 AnnHbl nepeaaHHbIX AaHHbIX. Cne,qyeT 3aMeTUTb, 4YTO CyLlecTByeT
MaKkcumarsbHaa anvHa nakeTa AaHHbIX nepefaBaeMblX B KIoY. [Ins [OCTUXEHNst MakcMarnbHOro 6bICTp0,qel7ICTBMﬂ, AnnHa nepefaBaeMbiX METOOAOM
[aHHbIX JOMKHA ObITb KpaTHa 9TOW BENUYUHE. Ecnu gnuHa nepefaHHbIX AaHHbIX MpeBblllaeT MakCuMarnbHyO ONWMHY nakeTa, TO noBeAeHne metoaa
aHanorn4yHo ero MHOrokpaTHOMy BbI30BY.

[na nporpaMMHO-penu3oBaHHbIX aNropUTMOB:

Kntou wndpoBaHusa nepegaétcs metogy vepes napameTp key. OnuHa kntoya dmkcrpoBaHa v paBHa 32 6antam. [ina xpaHeHus knova wmudpoBaHms 1
Oydepa ob6paTHON CBSA3M (B 3aBUCMMOCTM OT pexuma paboTbl anroputMa) ucnonb3dyeTcs KOHTEKCT (napameTp context). Ecnu BbI30B ocyLLecTBNseTcs ¢
dnarom GrdSC.All, To napameTp context moxeT BbITb HE 3agaH. B aTom crnyyae meToa no3BonseT 3awmdposaTth UK pacumdpoBaTtb TONbKO 0AuH 6ok
AaHHbIX. Ecnn npegnonaraeTca ncnonb3oBaTb MHOTOKPAaTHBIV BbI30B MeToAa ANS LWNPOBaHNSA HECKOMNBbKUX BNIOKOB AaHHbIX, TO NaMSATb ANA KOHTeKcTa
[omkHa 6bITb 3ape3epBnpoBaHa 3apaHee, a MeToA crefyeT Bbi3blBaTb C OAHUM U3 ycTaHoBMeHHbIX dnaroB GrdSC.First nnu GrdSC.Next B napameTtpe m
ethod, B NpoT1BHOM crnyyae Bo3spallaeTcs owmnbka GrdE.InvalidArg. MNepBbiit BbI30B Bcerga cneayeT BoinonHATh ¢ conarom GrdSC.First, B aTom criyvae
MEeTOA, CHMTBLIBAET KoY LWIMPOBaHUSI, BEKTOP MHULMAnNM3aummn 1 BbiNonHaeT wudposaHue. Mocneaytowme Boi3oBbl (GrdSC.Next) nossonsitot
NPOAOITKUTL LUNMPOBAHNE UCMONb3YSA 3aA4aHHbIN KIOY 1 PeXnM paboTbl anroputma.

B Takux pexvmax wndposaHus, kak CBC, CFB n OFB meToay HeobxoanmMo nepeaath CCbINKy Ha MaccuB, COAepXaLlyin BEKTOP MHUUMan1M3aumm
(napameTp iv). nnHa BeKTOpa MHWULManu3auum goimkHa 6biTb paBHa pa3mepy 6roka anropytma LWwndgpoBaHusi, B MPOTUBHOM CrlyYae BO3BpallaeTcs
owwnbka GrdE.InvalidArg.

Ona anroputmos GSI1164

Pa3mep 6roka anroputma windpoBaHns paseH 8 6anT. MakcmanbHas AnvHa naketa 248 Gawr.

Ons anroputmos AES128

Pasmep 6roka anroputma WwWingpoBaHusa paseH 16 6anT. MakcumanbHas gnvHa naketa 16384 6aiT.

Ons anroputmos AES256

Pa3mep 6noka anroputma wndpoBaHns paseH 16 6ant.

Onsa anroputmos ECC160

[ns paboTbl ¢ annapaTHo-peanunsoBaHHbIMK anroputMamu ECC160 ncnonb3yite metog GrdSign.

Ona anroputmos HASH64
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[ns paboTbl ¢ annapaTHo-peanun3oBaHHbIMK anroputMamu HASH64 ncnonbayiite metoa GrdHashEXx.

Java

public static G dE G dCrypt Ex(Handl e grdHandl e, int al goNum byte[] data, int nethod,
public static G dE G dCrypt Ex(Handl e grdHandl e, int al goNum byte[] data, int nethod,
public static G dE G dCrypt Ex(Handl e grdHandl e, int al goNum byte[] data, int nethod,
byte[] context)

grdHandle [in]

Tun: Handle

X3HAM, Yepes KOoTopbI 6yAeT BbINOMHEHa AaHHas onepaums.
algNum [in]

Tun: int

byte[] iv)
byte[] iv, byte[] key)
byte[] iv, byte[] key,

Homep geckpunTtopa annapatHoro anroputma (GS1164,AES128) nunu Homep nporpaMmHo-peanuaoBaHHoro anroputma (AES256), kotopbiM ByaeT
npoBoauTbCs WndpoBaHne unu pacwmdgposarHme. GrdAN n GrdSA cogepxat npegonpeneneHHble cTaTuyeckne ob6bekThbl, KOTopble MOTYT OblTh

MCMOnb30BaHbI ANs nepeaayn MeTtoay.
data [in, out]

Twn: byte [ ]

MaccumB AaHHbIX OTKPBLITOrO WUIW 3aLMGPOBaHHOIO TEKCTA.

method [in]

Tun: int

Pexum paboTbl anroputMa v TMn onepauum.

iv [in]

Twn: byte [ ]

BekTop nHuumnanusauum ana pexumos wudgposarus CBC, CFB 1 OFB:

ons GSI164 - 8 6awt, ona AES128 n AES256 - 16 6anT.

key [in]

Twvn: byte []

Bydep ans nepenayn knova LWnMdpoBaHUa AnS NporpaMmmHo-peanusoBaHHoro anroputma AES256 (32 6aira).
context [in]

Twvn: byte []

Bydep ans koHTekcTa npu WwndpoBaHum G6oMbLINX MACCUBOB AaHHbIX, KOTOPbIE Pa3byBaloTCS Ha HECKOMNBbKO BrOKOB.

GrdE.OK Onepauus BbINOSIHEHA YCNELLHO.

GrdE.AlgoNotFound | Anroputma ¢ ykasaHHbIM HOMEPOM He CyLLecTByeT.

GrdE.InvalidArg 3agaHo HeJoMycTUMOe 3HaYeHne OAHOro 13 apryMeHTOB oyHKLUMN.
GrdE.NoService [Ins anroputma/sayenku cepBuc He NpeayCcMOTpeH.
GrdE.GPis0 CyeTymnk anropuTMa AOCTUM HYyNEBOro 3Ha4YEHHs.

GrdE.Inactiveltem Anroputm/ayeiika HaXoAATCA B HEAaKTUBHOM COCTOSIHUW, KOMaHAa He BbINONHEHa.

MepeiiTnt k cnvcky Bcex owmbok Guardant API

MeTton GrdCryptEx nossonsiet 3awwmdposaTb Unu pacungpoBaTte AaHHbIE C MOMOLLIO annapaTHO- U NPOrpaMMHO-Pean3oBaHHOMO CUMMETPUYHOTO
anroputmMa wudposaHus. Ecnv napametp algNum cooTBeTCTBYeT annapaTHOMY anropuTmy, BbI3oB nepeaapecyetcs dpyHkumn GrdTransformEx. NHave,
€Cnun anropuTM peanusoBaH NporpamMMHO (YCTaHOBMEH CTapLumii 6ut B napameTpe algNum), Bbi3biBaeTCA COOTBETCTBYIOLAA YHKLMA NPOrpaMMHOro

LncpoBaHms.
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[nuHa 6ydepa gaHHbIX Ans pexxumo ECB n CBC pgomkHa ObiTb kpaTHa pasmepy 6noka anroputMa WwWndpoBaHus, B NPOTUBHOM criyvae

Bo3Bpalyaetcs owwnbka GrdE.InvalidArg. Onsi pexxumos CFB 1 OFB anuHa MoxeT 6bITb NPOM3BONbHON, T.K. B 3TUX PEXMMAX OTKPbITbIA UK
3alnPOBaHHbIV TEKCT CKNaAbIBaOTCA N0 MOAYIO 2 C KIoYeBbIMU Griokamu NonyyYeHHbIMY B pedynbTaTe paboTbl onepauum 6no4Horo wudpa.
OTKPbITLIN MNW 3aLLNPOBAHHbLIN TEKCT AOMKHBI HAXOAUTLCA B MAacCUBE NepefaBaeMoM Mo CCbifKe B napameTpe data. Ecnv MeToz BbINOMHEH yCneLHo,
TO B 9TOM e Maccue ByayT pasmelleHbl 3allmndpoBaHHbIE UNK pacluMdpoBaHHble AaHHbIE TOM Xe AnuHbl. B aTom cnyvae meTop BosspallaeT GrdE.OK.

Ecnu windpoBaHme BbINOMHANOCH Gr1okaMu NPoM3BOSbHON ANVHbI, TO Asi KOPPEKTHOrO paclumndpoBaHnsa AnvMHa U Nopsaok 06paboTku 6rOKOB AOMKHbI
coxpaHaTbest. [Mpy BbINONHEHUN onepaumii LUMPOBaHUS 1 paclumMdpoBaHus criegyeT UCNoNb30BaTh OAWH U TOT e BEKTOp MHULManM3auum, ecnm
npegnonaraeTcsi Nony4YnTb UCXOAHbIN OTKPbITLIV TEKCT.

[ns annapaTHbIX anropMTMOoB:

LLincdpoBaHue BbINOSHSAETCA anropuTMOM C HOMEPOM, 3aAaHHbIM B napameTpe algNum. SToT anropuTm npeaBapuUTenbHO A0SKEH ObITb co3aaH, B
NPOTUBHOM Cryyae Bo3spallaeTcsi owmnbka GrdE.AlgoNotFound. Ecnu B Aeckpuntope anroputma ycTaHoBreH cnar "yMeHbLUeHne cyeTymnka”,

TO BblUMTaHME CHETYMKA anropuTMa NPOMCXoauT Npu kaxaom BbidoBe GrdCryptEx. Mpu JOCTUXKEHUN CHETYMKOM HYIIEBOrO 3HaYeHuWsi, BO3BpaLLaeTcsi
owwnbka GrdE.GPis0. Ecnu npu co3paHum anroputMa unu B npouecce paboTbl OH Bbin NepeBefeH B HEAaKTUBHOE COCTOSIHUE, BO3BpaLLaeTcs olwnbka
GrdE.Inactiveltem.

B uenax 6e3onacHoOCTW, B 3NEKTPOHHOM KItoYe CyLLEeCTBYeT BO3MOXHOCTb CO3AaBaTh anropuTMbl NO3BOMSAOLLME TOMLKO 3alLndpoBbIBaTL UMW TOMLKO
pacwmdpoBbIBaTh AaHHbIE. [INg TakMx anropyTMOB TUM onepauuy, nepefaBaemMblvi B napameTpe method, AomKeH COOTBETCTBOBaTL TUMY anroputMma
BHYTPW 3NEKTPOHHOrO Kroya, B MPOTUBHOM cryyae Bo3Bpaluaetcs owmbka GrdE.NoService.

B Takmx pexumax wugposaHus, kak CBC, CFB n OFB meTogy HeobxoamMmo nepedath CCbifiKy Ha MaccuB, cogepXalliuii BEKTOp UHMUmManusaumm
(napameTp iv). [Mocne BbINOMHEHUS ONepaumn AaHHbIA MaccuB ByaeT cofepxaTtb 3HaYeHUss HeobxoaAMMble MeTOAY Ans MOBTOPHOrO Bbi3oBa. [AnvHa
BEKTOpa MHWLManu3aumm JormkHa ObiTe paBHa pasmepy 6roka anroputma wudpoBaHus. Ecnv anvHa okaxeTcsi 6onblue ykasaHHOW BEMUYMHBI, TO
NWLWHWE GaiTbl ByayT NPOUrHOPMPOBaHbl. ECn AnnHa oKaXXeTcst MeHbLUe yKa3aHHOWM BENUYMHDBI, TO UCXOAHLI MaccuB ByaeT AONOSHEH Hynsmu. Mpu
BbI30BE METOAA C HYNEBLIM yKa3aTeneM Ha BEKTOP MHULManM3aumm, CUTyaumsi paBHOLEHHA UCMONb30BaHWI0 BEKTOPa UHULMAnNu3aLmm cocTosiLLero n3
HYNEBbIX 3HAYEHMWIA UNK BEKTOPA MHULIMANM3aLMM HyNeBON ANUHbI.

CKOpOCTb paﬁOTbI mMeToaa 3aBUCUT OT 6bICTp0,Cl,el7]CTBVIﬂ ONEKTPOHHOrOo Kn4a 1 AnnHbl nepeaaHHbIX AaHHbIX. Cne,qyeT 3aMeTUTb, 4YTO CyLlecTByeT
MaKkcumarsbHaa anvHa nakeTa AaHHbIX nepefaBaeMblX B KIoY. [Ins [OCTUXEHNs MakcumarnbHOro 6bICTp0,qel7ICTBMﬂ, AnnHa nepefaBaeMbiX METOOAOM
[aHHbIX JOMKHA ObITb KpaTHa 9TOW BENUYUHE. Ecnu gnuHa nepefaHHbIX AaHHbIX MpeBblllaeT MakCuMarnbHyO ONWMHY nakeTa, TO noBeAeHne metoaa
aHanorn4yHo ero MHOrokpaTHOMy BbI30BY.

[na nporpaMMHO-penu3oBaHHbIX aNropUTMOB:

Kntou wndpoBaHusa nepegaétcs metogy vepes napameTp key. OnuHa kntoya dmkcrpoBaHa v paBHa 32 6antam. [ina xpaHeHus knova wmudpoBaHms 1
Oydepa ob6paTHON CBSA3M (B 3aBUCMMOCTM OT pexuma paboTbl anroputMa) ucnonb3dyeTcs KOHTEKCT (napameTp context). Ecnu BbI30B ocyLLecTBNseTcs ¢
dnarom GrdSC_All, To napameTp context moxeT 6biTb paBeH NULL. B aTom cnyyae metoa no3sonsieT 3awwmcpoBaTh Unu pacluncpoBaTh TONbKO OANH
6nok gaHHbIX. Ecnn npegnonaraeTtcst ncnonb3oBaTb MHOTOKPAaTHbLIN BbIZ0B MeToAa ANs WMdpoBaHUS HECKOMbKUX BNOKOB AaHHbIX, TO NaMaTb AN
KOHTEKCTa [JofkHa ObITb 3ape3epBMpoBaHa 3apaHee, @ METO[ CrieAyeT Bbl3biBaTb C OAHUM U3 ycTaHoBMNeHHbIX dnaros GrdSC_First nnv GrdSC_Next B
napameTpe method, B npoTMBHOM cryvae Bo3BpallaeTtcs owmbka GrdE.InvalidArg. MepBbii BbI30B BCeraa cneayeT BoinonHATL ¢ donarom GrdSC_First, B
3TOM Crnyyae MeTof CYMTBLIBAET KMoy LUMMPOBAHNSA, BEKTOP MHMLMAaNM3aLmMmn 1 BeINONHSET WwindposaHue. Mocneaytowme Bbi3obl (GrdSC_Next)
No3BOMSAT NPOAOIMKUTL WG POBaHME UCMONb3YS 3aAaHHbIN KoY U pexum paboTbl anroputma.

B Takux pexvmax wndposaHus, kak CBC, CFB n OFB meToay HeobxoanmMo nepeaath CCbINKy Ha MaccuB, COAepXaLlyin BEKTOP MHUUMan1M3aumm
(napameTp iv). nnHa BeKTOpa MHWULManu3auum goimkHa 6biTb paBHa pa3mepy 6roka anropytma LWwndgpoBaHusi, B MPOTUBHOM CrlyYae BO3BpallaeTcs
owwnbka GrdE.InvalidArg.

Ona anroputmos GSI1164

Pa3mep 6roka anroputma windpoBaHns paseH 8 6anT. MakcmanbHas AnvHa naketa 248 Gawr.

Ons anroputmos AES128

Pasmep 6roka anroputma WwWingpoBaHusa paseH 16 6anT. MakcumanbHas gnvHa naketa 16384 6aiT.

Ons anroputmos AES256

Pa3mep 6noka anroputma wndpoBaHns paseH 16 6ant.

Onsa anroputmos ECC160

[ns paboTbl ¢ annapaTHo-peanunsoBaHHbIMK anroputMamu ECC160 ncnonb3yite metog GrdSign.

Ona anroputmos HASH64
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[ns paboTbl ¢ annapaTHo-peanun3oBaHHbIMK anroputMamu HASH64 ncnonbayiite metoa GrdHashEXx.
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