AsTto3awmra .NET-npunoxeHui

Mopsiaok sawuThl

[nsa aBTomaTtunyeckoi 3awmtbl .NET-c60pOK NCNONb3YOTCA 2 KOHCOMNbHbIE YTUMUTbI:

YTunura HasHa4eHue
CodeObfuscator.exe | CumeorbHasi o6dyckaumst MSIL-koga v wuncbpoBaHmne CTpok

CodeProtect.exe MepeHoc YacTn MSIL-kofa ncrnonHsemMbIix annoB 1 AMHaMUYecknx GUbNMoTeK B 3aLUMLLEHHOE XpaHUnuLe

Ytunutel CodeObfuscator.exe n CodeProtect.exe MOXHO NPUMEHSITE Kak COBMECTHO, TaK U OrpaHUYUTBLCSA UCNOMb30BaHWEM OAHON 13 HUX. OgHako
cnepyet Bcerfa cobnogatb onpeaeneHHbI NOPSAOK UCMONb30BaHUS YyTUMKUT — CHavana npunoxeHne Heobxoanmo obgycLmMpoBaTh, U TOSbKO NMOTOM
NpoBeCTH 3aWmTy koaa. MpaBunbHbIA NOPSAOK UCMONb30BaHUS:

1. obdyckaums n wudposaHue ctpok .NET-c6opku
2. 3awwmTa koga .NET-cbopku

MpyHUMN 3aWUTLI

MosiBneHue texHonorun .Net YCNOXHWUIO XNU3Hb paSpaﬁOT‘-IMKOB CUCTEM 3alUnTbl OT NupaTcTBa. TexHonorus XpaHeHua MeTadaHHbIX, nCnonb3yemas B .
NET-I'IpI/IJ'IO)KeHVIﬂX, NPpUMEHAETCA He TONbKO ANA ynpouleHua npouecca paspa60TK|/|, HO n ansa Sd)(*)el(TI/IBHOFO PEVHXNHUPUHIa NOJTyHYEeHHbIX .Net-
NPUNOXEHNNA. C nomoLbto PasnUYHbIX YTUNUT NEerko BOCCTaHOBUTb NCXOAHblEe TEKCTbI NPUOXEHUA Ha A3blKaX BbICOKOro YPOBHA, a aHanunanpys NCXOAHbIN
KO NPUNoXXeHNA MOXHO He TOJIbKO OTKIMKYNTb CUCTEMY 3aLLMTbIl, HO UCNOJ1b30BaTbh YyXMe TEeKCTbl KOAO0B.

[nsa aBTomatunyeckoi 3awmtsl .NET-npunoxxeHuit ncnonb3yeTcs Nnoaxon, OCHOBaHHbIN Ha ABYXYPOBHEBOW 3alumMTe, rae Kaxablil ypoBEeHb BbIMOMHSET CBOM
3agauum B obLem npouecce:

® cumBonbHas 0b6dyckaums sawmaemoro MSIL-koaa. Vicnonb3yeTcst Ans 3aTpyAHEHWsI aHanmaa UCXO4HOro kofda nporpamMmel. Ho o6dyckaum He
B COCTOSIHUW MOJSTHOCTBIO 3aLUMTUTL KOA, OT U3YYEHUS: KO MOXHO AEKOMNUNNPOBATh, @ 3aTEM U3Y4uTb, XOTS 1 ¢ BoNbLLIMM TPYAOM.

® nepeHoc YacTn MSIL-koaa vcnonHsiemMbix hannos 1 AuHamMmmnyecknx 6ubnmoTtek B 3awmeHHoe xpaHunuwe. [ns 6onee kayecTBEHHOM 3aLUMThI .
NET ucnonb3ytoTcsi MeTofbl OTNOXEHHON komnunsumm MSIL-uHcTpykuuin nocpencteom TexHonorum Reflection.Emit, kotopasi nossonsiet
ocyLecTBnATe komnunsaumio MSIL-kofa B npoLiecce BbINOMHEHUS. OTO AaeT NOMHOE COKPbITUE NCXOAHOIO TEKCTA, AaXe BO BPEMS BbIMOMHEHUS

Takas KOHLenumMsi NO3BONSIET CYLLECTBEHHO NOBLICUTb YPOBEHb 3aLLUMLLEHHOCTY NPUNOXEHWS B LLEMOM, Tak KaK pacrnpOCTPaHEHHbI MHCTPYMeHTapuii
obpatHoro aHanu3sa npunoxexuin .NET (ildasm, reflector.net n 1. n.) ctaHoBUTCA BGeccunbHbIM.

370 06ycnoBneHo TeM, YTo Bonbluas YacTb KoAa NPUNoXeHust ByaeT XxpaHUTbes B 3awmiieHHoM Native-koHTeliHepe, KOTOpbI B CBOIO o4epe/b 3alluileH
NCeBAOKOAOM U UCMONb3YyeT (PYHKLMOHANM 3NIEKTPOHHOTO Kiloya.

Korpa nponcxoauT BbI3OB 3aLUMLLIEHHOro Koaa, KOTOprl;I SaLIJVIq)pOBaH Ha annapaTtHOM anroputmMme, To CHa4vasna nponcxogmt o6pau.leHme
HenocpeaCTBEHHO K CaMOMY KIo4y, U TOJIbKO NoCiie 3TOro Ha4nHaeTCcA BbINONTHEHWE Koa.

OrpaHuyeHus

1. ABTO3alLyTa JOMMKHA BbINOMHATLCS Ha KItoYe TOW e MoAenu, YTo ByaeT NocTaBnsAThCA C 3aLUMLLEHHON NPOrpamMMOoi.

2. [ns ycnewHomn yCcTaHOBKY 1 paboTbl aBTO3aLUMTLI B KITHoYe, K KOTOPOMY MPUBSA3LIBAETCA NPUMOXEHWE, AOMMKEH COAepXaTbCsA anropuTm
Tuna GSII64 nnn AES.

3. OnpegenuTenb annapaTHOro anropuTMa B KIo4e, MCMoSb3yeMOM NpU 3aluuTe, OOIKEH GblTb MAEHTUYEH ONPeaerMTENO 3TOro Xe
anropuMTMa B KIo4e 13 KOMMIEKTa NMocTaBK/ 3aLMLLEHHOTO NMPUMOXEHMS.

He nopgpepxmBatoTcst CBOpKM CO CMELLAHHBIM KOAOM U MyNbTUMOZY bHblE COOPKU.
He nopaepxuBatoTcs camopacnakoBbiBatowmecst apxusbl ZIP, RAR v 1. 4.
He nopaepxuBatoTcs nporpamMmmbl-mMactepa yCTaHOBKU NPUMOXEHWIA, CO34aHHble B Cneumann3mpoBaHHbIX cpeaax paspabotku: Wise Installer,
Install Shield n gpyrux.

® He rapaHTupyeTCsi KOppeKkTHas 3alimTa unv nocnegytollas pabota npUNoXeHus, KOTopoe nepes 3aLmTon bbIno ynakoBaHo crneumasnbHbIM
ynakoBLumkom EXE-gavinos: UPX, ASPACK v ap.

® He rapaHTupyetcs koppekTHas 3awmTta EXE-taiinos, ko KoTopbix 6bin npeaBapuTenbHO 3awmileH oT MoanduKaumm unv aHanusa.


https://dev.guardant.ru/pages/viewpage.action?pageId=1279159
https://dev.guardant.ru/pages/viewpage.action?pageId=1279161
http://reflector.net/

AsTomaTuyeckas 3awmTa .NET npeaHasHayeHa ans sawmtel .NET-c6opok (*.exe u *.dll) Ha nnaTtdopmax x86/x64/Any CPU. Pexuvmbl LUMGpOBaHWS CTPOK,
06dyckauus rpada NOToka ynpaBneHust, 3alimTa koga peanusyTcsi C MCMOMNb30BaHWEM anropuTMOB LUMGPOBAHNS, KOTOPbIE BbI3bIBAKOTCS U3
3MEKTPOHHOIO Krtoya.

PasnuyHble Moaenu anekTpoHHbIX kntoyern Guardant noMoryT Kak peannaoBaTb PeXvMbl MULEH3NPOBaHWSA N0 KOMMYECTBY 3anyLLEHHbIX KOMWi B CETU
(Guardant Net), Tak n orpaHnunTb Bpems pabotbl (Guardant Time) nubo npunoxexus B Lenom, Nnbo ero otaenbHbIX C60pok. C NOMOLLbIO TEXHOMOMMK
ncesgokopa cam Native-koHTenHep 1 MeToabl 4OCTYNa K HEMY HaAEeXHO 3aluyLLeHbl OT CTaTUYeCKOro U AMHaMuyeckoro aHanusa. OH peanuayet
nHTepdenc aAns gelwmndpoBaHns AaHHbIX C MOMOLLbIO 3NEKTPOHHOrO Kntoda Guardant, ocyLlecTBNsieT NPoBepKy LenoCTHOCTM, AelundpoBaHme 1 3arpy3ku
VM.

PexomeHpauvmn

Monb3ynTech CMMBOMbHLIM 06hyckaTopoM 1 yTunuTon 3awmTel MSIL-koga. Mpu aToM LenecoobpasHo UCMoNb30BaTh CrieayoLme Onumn:

® CwumBonbHas 06dyckauus. Mo3BonsieT Npon3BoAMTbL 3anyThiBaHWE KOAA NPUMNOXKEHUS!, YTO BMECTE C APYTMMU MEpPaMu CEPbe3HO NoBbILLAET
YPOBEHb 3aLLMLLEeHHOCTM NpunoxeHus. icnonbaynte obdyckaumio ans Bcex *.exe u *.dll cbopok B NpunoxeHun, 3a UCKMNOYEHNEM CTOPOHHUX U
noanucaHHbIX LMPOBOV NOANUCHIO.

® LlundcpposaHue cTpok. MNpuesasbiBaeT 06dycumpyemoe npunoxerue k knody Guardant un WwWndpyeT CTPOKOBbIE KOHCTaHTLI B 3aLUMLLAEMbIX
cbopkax. PekoMmeHayeTCsi MICNONb3oBaTh 3Ty OMNLUMIO, ECINIW B NPUMNOXEHUN HET NOMMYECKMX SNIEMEHTOB, CUITbHO 3aBUCSILLMX OT BbICTPOAENCTBUSA
CTPOKOBbIX KOHCTaHT.

® [lpu ucnosnb3oBaHUM onumn obdhyckaLmm ny6nMyHbIX MHTepdecoB nponcxoanT Gonee nonHasi obyckauus Bcer coopku. OgHako byabte
OCTOPOXHbI, UICNOSb30BAHWNE 3TOW OMNLMK BO3MOXHO NULLIL NPY 3aMKHYTOCTU cUCTEMBI (BCe cOOopKu 0b6dhycLmpyoTCca B OQHOM CeaHce, U3 Apyrnx
NPUNOXEHU HUKakne meToabl 06dycumpyembix CO0OPOK He ucnonb3yTcs). B 6onblunHCTBe cnyyaes 6e3onacHo NpoBoauTb 06dyckaLmio
ny6rnmyHbIX MHTEPGENCOB ANnst exe-cbopok (kKpome cryyaeB ucnonb3oBaHusi TexHonornm Reflection Ha camon cbopke nnu akcnopTa TMNOB Ans
OPYrX NPUNOXEHNI).

®  KcnonbayiTte ain ¢ UCKNIOYEHUAMU. [1ns ero reHepaumm MOXHO BOCMonb3oBaTbes yTunuTon ExclusionUtility.exe, Bxoasiien B komnnekt
paspaboTtuyuka. B obLiem, pa3paboTumk NPUNOKEHNS JOIHKEH OTHETIIMBO NMOHUMATb Kakune TWMbl, METOAbI U CBOWCTBA HEOGXOAMMO BHOCUTL B
UCKNK4YEHNA CUMBOJIBHOIO oGd)yCKaTopa. Kak npaBuIno, 3TO BCe Te A3bIKOBbI€ 3N1IEMEHTbI, YTO MOTyT ObITb UCMNOMNb30BaHbl N3BHE. OﬁpaTI/ITb
BHMMaHWe crniegyeT Ha ucnonb3oBaHue TexHonorui Serialization, Reflection, DataDinding.

Mpu ucnonb3oBaHUK YTUNUTLI aBTOMATUYECKON 3awmTbl MSIL-koga Heo6xoaMMO NOMHUTD:

® Vicnonb3ayinTe pasymMHO OMLMIO C yKka3aHUeM NpoLeHTa 3alimiliaeMbiX MeToaoB. Yem Bonblue v crnoxHee 3almiaemMoe NpunoxeHue, Tem
MeHbLUEe He0bX0AMMO yKa3sblBaTb NPOLEHT. B o6wem cnyyae, npoueHT 100 MOXHO BLICTaBNATL ANS CamblX NPOCTbIX U HeTpeboBaTenbHbIX K
CKOPOCTW BbINONHeHUsi cbopok, cogepxalmx 2 — 3 tuna no 10 — 15 metoaos kaxabli. Anst 6onblumx npoektoB % cneayet noHwxkatb Ao 10.

® He sawmwaiite YyBCTBUTENbHbIE K CKOPOCTU paboTbl coopku, TUMNbI U MeToAbl. MomMHKTe, YTo BbiHOC MSIL-koda B LindpoBaHHyto obnacTts 1
BbIMOHEHWE €ro Ha BUPTYarnbHOW MaLliHe MOXET B OTAESIbHbIX Cry4asix CYLLECTBEHHO 3aMeAsIsATb €ro BbiNoNHeHVe (0CO6eHHO npu NepeoM
BbI3oBe). [pu AanbHeNLWMX BbI30BaxX Takke NPUCYTCTBYIOT HaKNafgHble pacxoAbl, 1 YeM MeHblle pa3Mep MeToaa, TeM 3aMeTHee nagaeT
CKOPOCTb €€ BbIMOMHEHMSI.

® [lonb3yiTech ONLUMeN N YTUNUTON ANns 3aaHusi UCKIIoYeHuid. VicknioyaiiTe 13 3awmTbl Bce Hebonbluve no 06beMy MeTOAbI, He coepxallme
TIOTVKM, UMEIOLLYIO KOMMEPYECKYH LIEHHOCTb.

® [lpu paboTe COBMECTHO C CUMBOJbHBIM 0B6dyckaTopoM HeOo6XOANMO MCNOoNb3oBaTh onumio cosaaHus MAP-gaiina (nogpobHee cm. YacTb 1
HacTosiLen AOKyMeHTauum).

®  |cksrouanTe BCS A3bIKOBbIE 3NIEMEHTBI, MOCTPOEHHbLIE HA ACMHXPOHHOM Nepedaye AaHHbIX. 3awmta MSIL-kofa Takux 311eMEeHTOB MOXeT
NpVYBOAMTBL K HempeackasyeMbiM peaynbTaram.
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