GrdTRU_GenerateQuestion

PyHkumsa(meton) GrdTRU_GenerateQuestion reHepupyeT 3alumdpoBaHHOE YMCO-BONPOC AN YAaNeHHOro nporpammmMpoBaHunst, UCMOSb3YOLLEro
TexHonoruio Trusted Remote Update. Ota dyHkuma(meton) He nogxoauT ans knoven Guardant Code, npy paboTte ¢ KOTOPbIMU HY>XHO UCNOMNb30BaTb
dyHkumnto(meton) GrdTRU_GenerateQuestionEx.

C

int GRD_API G dTRU_Cener at eQuesti on(
HANDLE hGrd,
voi d *pQuestion,
DWORD * pdwi D,
DWORD * pdwPubl i c,
void *pHash

hGrd X3HAN, Yepe3 KoTopbI GyaeT BbINONIHEHA AaHHAsA onepaums

pQuestion Bydep, kyaa 6yaeT NoMeLLeH creHepmpoBaHHbIi Bonpoc. Pasmep 6ydepa 8 Gant

pdwlD 6ydep, kyaa 6yaeT nomelleHo 3HayveHue ID kntoya, Ans KOTOPOro creHepuposaH Bonpoc. AnuHa 6ydepa 4 Gavita

pdwPublic. 6ydep, kyaa 6yaeT nomMeLLeHo YncneHHoe 3HaveHne Public code kntova, Ansi kKOTOporo creHepupoBaH Bonpoc. AnuHa 6ycepa 4 Ganta

pHash 6ydep, kyna 6ynet nomelleHo 3HaveHne MAC (Message Authentication Code - koga ayTeHTUdMKaumm coobLueHus) Ans Bepudukaumm sonpoca. AnuHa
6ydepa 8 6ant

Bo3mOXHbIe oLmnbkn

GrdE_SystemDataCorrupted | CuctemHble agaHHble TRU nospexaeHbl. (CekpeTHbIi KoY yaaneHHoro nporpaMmMmpoBaHuns oTCyTCTBYyeT)

GrdE_NoQuestion Yuncno-Bonpoc He 6bINo creHepypoBaHO MK BbiNo NnepereHepMpoBaHoO A0 3anUCK Yncna oTBeTa
GrdE_InvalidData HeBepHbIin dpopmMaT AaHHbIX ANS yAaneHHOro nporpammmpoBaHns
GrdE_QuestionOK Yuncno-Bonpoc yxxe 6bino creHepMpoBaHo, KIY OXnaaeT AaHHbIX AN yAaneHHoro nporpaMM1MpoBaHmus

GrdE_UpdateNotComplete | Owmbka npu 3anucy AaHHbIX yAaneHHoro nporpaMmMmupoBaHus. Onepaums He Gbina 3aBepLueHa
GrdE_lInvalidHash HeBepHoe 3HaveHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

dyHkums GrdTRU_GenerateQuestion reHepupyeT 3alumdpoBaHHOE Y1CNO-BONPOC U UHWULMANU3MpyeT NpoLecc Anst yAaneHHoro nporpaMmMmupoBaHus,
ncnonb3ytoLlero TexHonoruto Trusted Remote Update.

dyHkums GrdTRU_GenerateQuestion Bbi3biBaeTcs Ha kOMMbIOTEPE YAANEHHOTO NONb30BaTeNs U reHepupyeT Yncno-Bonpoc pQuestion, 3alumiLieHHoe oT
nopaenku kogom ayteHtudukaumm coobuerust (MAC) pHash. MAC BelpabaTbiBaeTcs annapaTHbIM anropuTMOM Ha CEKPETHOM KIHOYe, KOTOPbIV JAOSHKEH
6bITb NpeaBapuTenbHO 3anmcaHd npu nomowy dyHkummn GrdTRU_SetKey. MAC ucnonb3yeTcs ans Toro, 4Tobbl HeNb3s 6bINo NoaaenaTb YMCo-BONpoc,
ID unu Public Code aneKkTpoHHOro krtoua.

Mocne Toro, kak YMCNo-BONPOC CreHepUpPOBaHO, KOHEYHbIV NoMb3oBaTeNb AOMKEH NepeAaTb pa3paboTunky Bce creHepupoBaHHble dyHkumen GrdTRU_Ge
nerateQuestion gaHHble: cob6cTBeHHO Yncno-sonpoc pQuestion, 1D kntoya pdwiD, Public code pdwPublic u MAC pHash. C MomeHTa reHepaummn ymicna-
BOMpOCa KoY NEPEXOAMUT B COCTOSIHUE OXMOaHUs Yucna-oTeeTa.

Ci#

public static G dE G dTRU Generat eQuesti on(Handl e grdHandl e, out byte[] question, out uint id, out uint
publ i cCode, out byte[] hash)

grdHandle [in]

Twn: Handle

Hanan, yepes koTopbiil 6yaeT BbINOMHEHa AaHHas onepaums.
question [out]

Twn: byte [ ]
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Bydep, Kyaa 6yaeTt nomeLleH creHepupoBaHHbIA BOMPOC.

id [out]

Tun: uint

Bydep, kyna 6yneT nomelleHo 3HadeHwue ID kntoya, Ans KoToporo Bbin creHepupoBaH BOMpoc.
publicCode [out]

Tun: uint

Bydep, Kyaa 6ynet nomelleHo 3HaveHune PublicCode knitova, Ans KOToporo 6bin creHepupoBaH BONpoc.
hash [out]

Twn: byte [ ]

Bydep, kyaa 6yaet nomelleHo 3HadeHne MAC (Message Authentication Code - kopga ayTeHTUMKaLmm coobLuennst) Ans Bepudmkaumm sonpoca.
BoaMoxHble owmnbku

GrdE.SystemDataCorrupted = CuctemHble fanHble TRU noBpexaeHbl. (CekpeTHbIN Koy yaaneHHoro nporpaMmMUpoBaHunst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He Bbino creHepMpoBaHo Mnu Gbino nepereHepypoBaHo 40 3anucy Yvcna oTeeTa
GrdE.InvalidData HeBepHbiii hopmaT AaHHbIX ANst yAaneHHOro NporpaMmmmMpoBaHnst
GrdE.Question Yucno-Bonpoc yxe Gblno CreHepUpoBaHo, KoY OXXMAAET AaHHbIX NS yAaNIeHHOro NporpaMMUMpoBaHNUs

GrdE.UpdateNotComplete Owwmbka Npu 3anncn faHHbIX yaaneHHoro nporpammupoBanus. Onepaums He Gbina 3aBeplueHa
GrdE.InvalidHash HesepHoe 3HaueHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

MeTon GrdTRU_GenerateQuestion reHepupyeT 3alumdpoBaHHOe YMCNO-BOMNPOC U MHULMANU3NpYyeT NpoLece AN yAaneHHoro nporpaMMmMpoBaHus,
ncnone3ytoLero TexHonoruio Trusted Remote Update.

Meton GrdTRU_GenerateQuestion Bbi3biBaeTCst Ha KOMMbIOTEPE YAANEHHOrO NoNb30BaTENS U reHEPUPYET YNCMO-BONPOC question, 3alumLeHHoe OT
nogaenku kogom ayteHtudukaumm coobuenms (MAC) hash. MAC BbipabaTtbiBaeTcs annapaTHbIM anropyuTMOM Ha CEKPETHOM KItode, KOTOPbIN JOMMKEH
6bITb NpeaBapuTenbHO 3anucaH npu nomowy metoaa GrdTRU_SetKey. MAC ucnonb3yeTcs Ans Toro, 4Tobbl HENb3s GbIno noaaenaTb Yucno-sonpoc, 1D
unu Public Code anekTpoHHOro knoya.

Mocne Toro, kak YMCMoO-BONPOC CreHepUPOBaHO, KOHEYHbIN Nonb3oBaTenb AOMKEH nepeAaTb pa3paboTunky Bce creHepupoBaHHble meTogom GrdTRU_Gen
erateQuestion gaHHbIe: cobcTBEHHO Yncno-Bonpoc question, ID kntoya id, Public code publicCode n MAC hash. C MOMeHTa reHepauum Ynicna-sonpoca
KoY MEPEXOANT B COCTOSIHUE OXUMAAHUA YMcna-oTBeTa.

Java

public static G dE G dTRU Gener at eQuesti on(Handl e grdHandl e, byte[] question, int[] id, byte[] publicCode, byte
[T hash)

grdHandle [in]

Tun: Handle

HaHan, yepes koTopblil GyAeT BbINOMHEHa AaHHas onepaums.

question [out]

Twun: byte [ ]

Bydep, kyaa 6yaeT noMeLLEeH CreHeprpoBaHHbI BOMpPOC.

id [out]

Tun:int[]

Bydep, kyaa 6yaeT noMmeLleHo 3HadeHuwe ID kntoya, Anst KoToporo Gbin creHepupoBaH BONpoc.

publicCode [out]
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Twn: byte []

Bydep, kyna 6yaeT nomeLleHo 3HadyeHue PublicCode kntoya, Ans KoToporo 6bin creHepyupoBaH BOMpPOC.
hash [out]

Twn: byte [ ]

Bydep, kyna 6yaet nomelleHo 3HadeHne MAC (Message Authentication Code - kopga ayTeHTUdukauum cooblueHns) Ans Bepudmkaumm Bonpoca.
BoamoXxHble oLInGku

GrdE.SystemDataCorrupted = CuctemHble fanHble TRU noBpexaeHbl. (CekpeTHbIN KoY yaaneHHoro NporpaMmMmnpoBaHnst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He 6bINo creHeprpoBaHo UK GbINo NepereHepupoBaHo A0 3anucy Yucna oteeTa
GrdE.InvalidData HeBepHbii hopmaT AaHHbIX ANs yAaneHHOro NporpaMmmMmMpoBaHns
GrdE.QuestionOK Yucno-Bonpoc yxe BbINo creHepupoBaHo, KoY OXuUAaeT AaHHbIX ANs yAaneHHOro NnporpaMmMmpoBaHmns

GrdE.UpdateNotComplete Owwubka Npy 3an1cu JaHHbIX yaaneHHoro nporpammuposaHus. Onepauus He Gbina 3aBeplueHa
GrdE.InvalidHash HeBepHoe 3HaueHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

MeToa GrdTRU_GenerateQuestion reHepuvpyeT 3aumdpoBaHHOE YMCO-BONPOC U MHULMANM3npyeT npoLecc AN yAaneHHoro nporpaMmMnpoBaHms,
ncnonbaytowero TexHonoruio Trusted Remote Update.

Meton GrdTRU_GenerateQuestion Bbi3biBaeTcs Ha KOMMbIOTEPE YAaNeHHOro Nosb3oBaTens U reHepupyeT YNCNo-BoNpoc question, 3almLeHHoe oT
nogaenkn kogom ayteHtudpukaumm coobuenmsa (MAC) hash. MAC BeipabaTtbiBaeTcs annapaTHbIM anropyuTMOM Ha CEKPETHOM KItoYe, KOTOPbIN JOMMKEH
6bITb NpeaBapuTenbHO 3anucaH npu nomowy metoaa GrdTRU_SetKey. MAC ucnonb3yeTtcs ans Toro, 4tobbl HeNb3s 66110 noaaenaTb Yucno-sonpoc, 1D
unu Public Code anekTpoHHOro knioya.

Mocne Toro, kak YMCNo-BONPOC CreHepUpPOBaHO, KOHEYHbI NoNb3oBaTeNb AOMKEH NepeAaTb pa3paboTunky Bce creHepupoBaHHble meTogom GrdTRU_Gen
erateQuestion gaHHbIe: cobecTBEHHO Uncno-Bonpoc question, ID kntoya id, Public code publicCode n MAC hash. C MoMeHTa reHepauum yicna-sonpoca
KoY NEPEXOANT B COCTOSIHUE OXUAAHUSA Yucna-oTeeTa.
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