GrdTRU_ApplyAnswer

PyHkumsa(meton) GrdTRU_ApplyAnswer npon3BoauT OTnpasKy 3alumdpoBaHHOrO OTBETA B KIOY AN BbINONHEHWS 3aBepLuatoLlelt dasbl yaaneHHoro
nporpammmnpoBaHus Npu ncnonb3oBaHnK TexHonorum Trusted Remote Update.

(o}
int GRD_API G dTRU_Appl yAnswer (
HANDLE hGrd,
voi d *pAnswer,
DWORD dwAnswer Si ze
)

hGrd | xaHpn, Yepes KoTopbIvi ByaeT BbINONHEHa AaHHas onepaumsi. QNEKTPOHHDBIN KoY, K KOTOPOMY "NOTVHUTCS" A@HHbIA XaHAM, AOMKeH coaepxaTb 128-6UTHbIN
ceKpeTHbIN kniod Lwmndposarnus TRU, npowuTtein dyHkumen GrdTRU_SetKey Ha aTane npeanpoaaxHo NoaroToBKY, a Takke paHee CreHepupoBaHHOE YUCIo-
BOMpPOC

pAns | Bydep, cogepxaluunin 0TBET, NOArOTOBMNEHHbIN U 3almdpoBaHHbivi dyHkumen GrdTRU_EncryptAnswer
wer

dwAn | pnuHa 6ydepa, cogepallero oteeT
swerS
ize

Bo3mOXHbIe OLUMGkK

GrdE_SystemDataCorrupted | CuctemHble aaHHble TRU nospexaeHbl. (CekpeTHbIN KoY yaaneHHoro nporpaMmmmpoBaHns OTCYTCTBYET)

GrdE_NoQuestion Yucno-Bonpoc He BbINo creHepMpoBaHo MM BbINo NepereHepypoBaHO 4O 3anucu Yucna oTeeTa
GrdE_InvalidData HeBepHbIii popmMaT AaHHbIX ANS yAaneHHOro NporpammmpoBaHns
GrdE_QuestionOK Yuncno-Bonpoc yxxe 6bino creHepMpoBaHo, KIoY OXnaaeT AaHHbIX AN yAaneHHoro nporpaMM1MpoBaHmus

GrdE_UpdateNotComplete | Owmbka npu 3anucy AaHHbIX yAaneHHoro nporpaMmMmupoBaHus. Onepaums He Gbina 3aBepLueHa
GrdE_lInvalidHash HeBepHoe 3HaveHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

PyHkumst GrdTRU_ApplyAnswer npov3aBoauT oTnpasky 3allndgpoBaHHOTO 0TBeTa, CreHepupoBaHHoro dyHkumeit GrdTRU_EncryptAnswer B knioy ans
BbINOMHEHWS 3aBepLuatoLLei dhasbl yaaneHHoro nporpaMmmmupoBaHusl. OTBeT npeacTasnseT cobov nocnenoBaTenlbHOCTb KOMaHA U Habop AaHHbIX,
3aLUNGPOBAHHbIX U 3ALUMLLEHHBIX OT NOAMEHbI.

ONeKTPOHHbIN KoY, B KOTOPLIN NOCTYNaeT OTBET, NPOBEPSIET €ro NOASIMHHOCTb U NPOM3BOAUT paclLunMpOBbIBaHWE AaHHbIX Y KOMaHA,.

Mpu noaTBEPXOAEHUN NOASNIMHHOCTU U NPaBUNBLHOM paclU1dpPOBbLIBAHNW AaHHbIE, KOTOPbIE COAEPXATCA B OTBETE, 3anuChbiBalOTCS B NaMsaThb kntoya. Ecnu B
[aHHOM ceaHce yAaneHHOro NporpamMM1poBaHKs MPOU3BOANUTCS NMOSHOE NepenporpaMmMmMpoBaHne NaMsTv (M3MEHEHWE KonMYecTBa annapaTHbIX
anropMTMOB, 3aLUMLLEHHbIX S4YeeK, MUBMEHeHWe rpaHuL, annapaTHbIX 3anpeToB YTeHus/3anncK), nepea 3anucbio NamsTb Knova nHuumanuampyetcs (cM. Grd
Init), npon3BoAMTCS 3aNUCb AaHHBIX, @ 3aTEM NPOU3BOAMTCS YCTAHOBKA KONMYECTBa annapaTtHbIX anropuTtMoB, 3alUMLLEHHbIX SHYEEK U rpaHuL, annapaTHbIX
3anpeToB YTeHusi/3anucu (cm. GrdProtect). Mpu atom dyHkumm Grdinit u GrdProtect He BbI3bIBatOTCS, @ BbIMOSHAOTCS KIIOYOM B @aBTOHOMHOM pexume.

Yncno-Bonpoc ¢ MOMEHTa ero reHepaummn He [OMKHO U3MEHSITLCA UMW NepereHepupoBaTthbesi. B NpoTUBHOM cnyyae Becb ceaHc yaaneHHoro
nporpaMmMmMpoBaHusi NPUAETCS NOBTOPSITL 3aHOBO.

C#

public static G dE G dTRU_Appl yAnswer (Handl e grdHandl e, byte[] answer)

grdHandle [in]

Tun: Handle

Hanpan, yepes koTopblili GyaeT BbINONHEHa AaHHas onepauust.
question [in]

Twn: byte [ ]
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Bydep, KOTOpbI COAEPXKUT OTBET, NOATOTOBMEHHbLIN K 3awmndpoBaHHbIn dyHkunen GrdTRU_EncryptAnswer
BoaMoxHble owmnbku

GrdE.SystemDataCorrupted = CuctemHble faHHble TRU noBpexaeHsbl. (CekpeTHbIN Koy yaarneHHoro nporpaMmMmUpoBaHunst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He Bbino creHepupoBaHo M Gbino nepereHepypoBaHo A0 3anucy Yvicna oTBeTa
GrdE.InvalidData HeBepHbIin dopmaT AaHHbIX ANS yAaneHHOro NnporpaMmmmpoBaHns
GrdE.QuestionOK Yucno-Bonpoc yxxe 6bino creHepupoBaHo, Koy OXuAaeT AaHHbIX ANs yAaNeHHOro NporpaMmMmMpoBaHmnst

GrdE.UpdateNotComplete Owwnbka npu 3anucy AaHHbIX YAaneHHoro nporpaMmupoBanus. Onepaumsi He 6bina 3aBeplueHa
GrdE.InvalidHash HesepHoe 3HaueHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

Meton GrdTRU_ApplyAnswer npon3eoauT oTnpaBsky 3alunmdpoBaHHOro oTBeTa, creHepuposaHHoro metogom GrdTRU_EncryptAnswer B kntoy anst
BbINOSHEHUS! 3aBepLuatoLLelt hasbl yaaneHHoro nporpammupoBanus. OTBeT npeacTaBnsieT coboi nocneaoBaTenbHOCTb KOMaHA M Habop AaHHBbIX,
3aWMPOBaHHBIX U 3aLUULLEHHBIX OT NOAMEHbI.

ONEKTPOHHbIN KoY, B KOTOPbI MOCTYNaeT OTBET, NPOBEPSIET ero NOASIMHHOCTL U NPOU3BOAMUT pacLUNdPOBbIBAHWE AaHHbIX U KOMaHA.

Mpun noaTBEPXAEHWUN NOANMHHOCTY U NPaBUIBHOM PaclUMPOBLIBAHUW faHHbIE, KOTOPbIE COAEPXKATCs B OTBETE, 3an1CbIBalOTCA B NaMsAThb kitoya. Ecnv B
[aHHOM ceaHce yaaneHHoro nporpammmMpoBaHusi MPOU3BOAMTCS MOMHOE NEPENnporpaMmMmMpoBaHme NamsTi (MBMEHEHVE KONMYeCTBa annapaTtHbIX
anropyTMOB, 3aLUMLLEHHbIX S4YeeK, MUAMEHeHMe rpaHuL, anmnapaTHbIX 3anpeToB YTEHWs/3anncK), nepea 3anucbio NamsTb Knova nHuumanuampyetces (cm. Grd
Init), Nnpon3BoOANTCS 3aNUCb AAHHBIX, @ 3aTEM NPOU3BOAUTCS YCTAHOBKA KONMYECTBA annapaTtHbIX anropuTtMoB, 3alUMLLEHHBIX SYEEK U FPaHWL, annapaTHbIX
3anpeToB YTeHus/3anucy (cM. GrdProtect). Mpu aTom MeToabl GrdInit u GrdProtect He BbI3biBalOTCS, @ BbINOMHAKTCSA KMHOYOM B @BTOHOMHOM pEXUME.

L‘|I/ICJ'|0-BOI'Ip00 C MOMeHTa ero reHepaunmn He OOMKHO U3MEHATLCA Nnn nepereHepnpoBaTbCA. B NPOTUBHOM Clly4ae BeCb CeaHC yaaneHHoro
nporpaMmmMmupoBaHua NpuaeTca NoBTOPATHL 3aHOBO.

Java

public static G dE G dTRU Appl yAnswer (Handl e grdHandl e, byte[] answer)

grdHandle [in]

Tun: Handle

Hanan, yepes KkoTopblii ByAeT BbINONHEHa JaHHas onepauys.
question [in]

Twn: byte [ ]

Bydep, KOTOpbI COAEPXKMT OTBET, NOArOTOBIEHHbIN M 3awwmdpoBaHHbIi dyHkumern GrdTRU_EncryptAnswer
Bo3MoxHbIe oLwmnGku

GrdE.SystemDataCorrupted = CuctemHble faHHble TRU noBpexaeHbl. (CekpeTHbIN KoY yaaneHHoro NporpaMmMupoBaHnst OTCYTCTBYET)

GrdE.NoQuestion Yucno-Bonpoc He 6bINo creHeprpoBaHO UK GbINo NepereHepupoBaHo A0 3anucy Yucna otTeeTa
GrdE.InvalidData HeBepHbii hopmaT AaHHbIX ANs yAaneHHOro NporpaMmmmMpoBaHnst
GrdE.QuestionOK Yucno-Bonpoc yxxe BbINo creHepupoBaHo, KoYy OXuUAaeT AaHHbIX ANS yAaneHHOro NporpaMmMmpoBaHns

GrdE.UpdateNotComplete OwwuBka Npy 3an1cu AaHHbIX yaaneHHoro nporpammuposanus. Onepauus He Gbina 3aBeplueHa
GrdE.InvalidHash HeBepHoe 3HaueHne MAC (Message Authentication Code)

Habop owwnbok Guardant API

MeToa GrdTRU_ApplyAnswer npon3soauT oTnpasky 3aMdpoBaHHOro oTBeTa, creHepupoBaHHoro metogom GrdTRU_EncryptAnswer B koY Ans
BbINOMHEHWS 3aBepLuatoLLeit hasbl yaaneHHoro nporpaMmmmnpoBaHus. OTeeT npeacTasnseT cobovi nocneaoBaTeNlbHOCTb KOMaHA U Habop AaHHbIX,
3aLUNGPOBAHHBIX U 3ALUMLLEHHBIX OT NOAMEHbI.

ONeKTPOHHBIN KIioY, B KOTOPLIN NOCTYNaeT OTBET, NPOBEPSIET ero NOAMHHOCTb U NPOM3BOAUT paclLunMpOBbIBaHWE AaHHbIX Y KOMaHA.
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Mpu noATBEPXXAEHWUN NOANIMHHOCTU U NPaBUNLHOM paclUUdPOBbLIBAHUN AaHHbIE, KOTOPbIE COAEPXAaTCA B OTBETE, 3anuUChiBalOTCA B NaMaThb kntoya. Ecnv B
[aHHOM ceaHce yaaneHHoro nporpammmMpoBaHusi IPOU3BOAUTCS MOMHOE NEPENPOrpaMmMmMpoBaHne NamsTh (MBMEHEHWE KONMYECTBa annapaTtHbIX
anropuTMOB, 3aLLMLLEHHBIX SYeeK, MU3MEHEeHNe rpaHnL, annapaTHbIX 3anpeToB YTEHUS/3anncK), nepes 3anncbio NamaTb Knoyva nHnuumanusnpyetcs (cm. Grd
Init), nponsBoANTCA 3aNUCb AaHHBIX, @ 3aTeM NMPOU3BOAUTCA YCTAHOBKA KONWYECTBa annapaTtHbIX anropuTtMOoB, 3alLMLLEHHBIX S4EeeK U rpaHuL, annapaTHbIX
3anpeToB YTeHusi/3anucy (cM. GrdProtect). Mpu aTom MeToabl GrdInit n GrdProtect He BbI3biBalOTCS, @ BbINOSHAKTCSA KMHOYOM B @BTOHOMHOM PEXUME.

Yncno-Bonpoc ¢ MOMEHTa ero reHepaummn He AOMKHO U3MEHSITLCS UMW NepereHepupoBaThesi. B NpoTUBHOM cryyae BeCb ceaHc yaarieHHoro
nporpaMmMmMpoBaHunsi NPUAETCS NOBTOPSTH 3aHOBO.
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