GrdHashEXx

PyHkumsa(meton) GrdHashEX BbluncnseT xelw-cymmy 6rnoka AaHHbIX Npy NOMOLLM annapaTHo- v NPorpaMMHO-peann3oBaHHoro anroputma (SHA256,
HASH64 unn CRC32).

C
int GRD_API G dHashEx(
HANDLE hGrd,
DWORD dwHash,
DWORD dwDat aLng,
voi d *pDat a,
DWORD dwivet hod,
DWORD dwDi gest Lng,
voi d *pDi gest,
DWORD dwKeyBuf Lng,
voi d *pKeyBuf,
DWORD dwCont ext Lng,
voi d *pContext,
voi d *pReserved);
)
hGrd | xaHan, Yyepes koTopbIi ByaeT BbINONHeHa AaHHas onepauus
fin]
dwH | Homep Aeckpuntopa annapaTtHoro anroputma (SHA256, HASH64) nnn Homep nporpammHo-peanu3oaHHoro anroputma (SHA256 unm CRC32), ¢ nomoLLbio
ash KoTOporo ByAeT BbINOMHATLCA XelumpoBaHue. [MporpammHo-peanusoBaHHbIM anroputmMam SHA256 n CRC32 npucsoeHbl Homepa GrdSH_SHA256 n GrdSH_CRC
[in] 32 cooTBETCTBEHHO
dwD | pnuHa 6ydepa AaHHbIX B BaiiTax
atal
ng
fin]
pDat = ykasatenb Ha Bydep AaHHbIX ANs XeLumpoBaHUs
a [in]
dwM | napameTp 3afaéT nopsiAok cnefoBaHvs b6rnoka gaHHbIX. B Tabnuue nepeuvcnersl AonycTUMble ANA AaHHOTO napameTpa dnaru:
etho
d[in] | BTkl 8-9: HomMep 6110Ka AaHHBIX
GrdSC_First  MepBbiii 610K AaHHbIX
GrdSC_Next = Cnepytowmii 6110k AaHHbIX
GrdSC_Last  BosBpat peaynbraTta
GrdSC_All OpunH 6ok JaHHbIX
Ecnu xeLu-cymmy TpebyeTcs BbIMMCIUTL OT HENPEPLIBHOTO y4acTka AaHHbIX, TO crieayeT ucnone3osath dnar GrdSC_All
dwDi = gnuHa BbixoaHoro Bydepa Ans 3Ha4YeHus xeL-cymmbl (B 6aiTax). [inmHa 3aBUCUT OT UCNOSb3yeMOro anroputMa u AomkHa bbiTb He MeHee cneaytoLero
gestL ' 3HauveHus:
ng
[in] ® nans anroputma HASH64 - GrdHASH64_DIGEST_SIZE
® nanqa anroputma SHA256 - GrdSHA256_DIGEST_SIZE
® nansa anroputma CRC32 - GrdCRC32_DIGEST_SIZE
pDig ' ykasaTenb Ha BbixogHou Bydep, B KOTOpLI ByaeT coxpaHeHa xeww-cymma
est
[in,
out]
dwK | napameTp He ucnosnb3yeTcs, AokeH 6biTb paBeH 0
eyBu

fLng



pKey ' napameTp He ucnosnb3yeTcs, JomkeH ObiTb paBeH NULL
Buf

dwC | anuHa KoHTekcTa Xxelu-tbyHKUmK (B Gaiitax). Ecnu npeanonaraetcst BbIMUCIIEHWE XELU-CYyMMbl OT HECKOMbKVX GOKOB AaHHbIX (YCTaHOBMNEH oavH 13 donaros GrdSC
ontex _First/ GrdSC_Next / GrdSC_Last), To Ans coxpaHeHns NPOMEXyTOYHOTO COCTOSHMS , (PYHKLMM HEOBX0AMMO nepeaaThb ykasaTerb Ha KOHTEKCT, NaMsaTb
tLng | Ans KOTOPOro JomkHa ObITb 3ape3epBupPOBaHa 3apaHee 1 GbiTb He MeHee CreayoLLEero 3Ha4YeHs:
in,
i ® ans anroputma HASH64 - GrdHASH_CONTEXT_SIZE
® nansa anroputma SHA256 - GrdSHA256_CONTEXT_SIZE
® nns anroputma CRC32 - GrdCRC32_CONTEXT_SIZE

Ecnu dpyHkums BbizbiBaeTcs ¢ dpnarom GrdSC_Al, To KOHTEKCT He ucnonb3yeTcs 1 napameTp AoSKeH 6biTe paBeH 0

pCon | yka3saTenb Ha 6ydep KOHTeKCTa xeLu-hyHKLMK (ycTaHoBMNeH oauH u3 dpnaros GrdSC_First / GrdSC_Next / GrdSC_Last). Ecnu dyHKuums Bbi3biBaeTcs ¢ donarom G
text  rdSC_All, ToO KOHTEKCT He UCMonb3yeTcs U napameTp AomkeH ObiTe paseH NULL

[in,

out]

pRes ' napameTp He vcnosnb3yeTcs, AomkeH 6biTb paBeH NULL

erved

Habop owmbok Guardant API
dyHkums GrdHashEX BeinonHseT npeobpasoBaHue BxoaHoro bydepa AaHHbIX NPOU3BONBHON ANUHbLI B BbIXOAHYI BUTOBYHO CTPOKY (OUKCUPOBaHHOM
OnuHbl. Takoe npeobpa3oBaHne Ha3biBaETCH XELUMPOBaAHNEM UNK XeLl-DyHKUMEN. Bbluncnuntb XeL-CyMMy MOXHO Kak npy MomoLLM NPpOorpaMMHO-
peanusoBaHHoro anroputma (SHA256,CRC32), Tak 1 ucnonb3ys annapaTHylo peanu3aumio BHyTpW anekTpoHHoro kntova (SHA256, HASH64). Ecnin
napameTp dwHash cooTBETCTBYET annapaTHOMY anropuTMy, BbI30B NepeaapecyeTcs B SNEKTPOHHbIN KoY. MiHaye, ecnv anroputm peanv3oBaH
nporpamMmHo (yCTaHOBMEH cTapLumii 61T B napameTpe dwHash), Bbi3biBaeTCsi COOTBETCTBYOLWAsH (PYHKLUMS NPOrpaMMHOIO XeLLNPOBaHWS.

[laHHble ANs XelnpoBaHUsA AOIKHbI ObITb PacnonoXeHbl Mo aapecy, ykasaHHoMy B napameTpe pData. [lnnHa BXOAHbIX AaHHbIX 3aAaéTcst napameTpoM dw
Datal.ng. ®yHKUMSA CUUTLIBAET BXOAHbIE JaHHbIE ecnn yka3aH oaunH u3 dnaros GrdSC_First unu GrdSC_Next . PesynbtaT onepauum xpaHuTcst BHYTpr
KOHTekcTa, obecneymBasi BO3MOXHOCTb BbIYMCIIEHUS OOHOM XeLU-CyMMbl OT HECKOMbKUX 61OKOB AaHHbIX. [iNsi nonyyeHus pesynbtaTta crnegyeT
ncnonb3oBaTb nar GrdSC_Last. Ecnu BbizoB dyHKUmMK ocyliecTenseTcs ¢ onarom GrdSC_All, To cunTbiBaHWE AaHHbIX U BO3BpaT

pesynbTaTa BbINOMHATCH OAHOBPEMEHHO.

[ins annapaTHbIX anropMTMoB:

LLndposaHve BLINOMHAETCA anropuTMOM C HOMEPOM, 3aaHHbIM B napameTpe dwAlgoNum. STOT anroputm NpeaBapuTenbHO JOMKeH ObiTb Co3aaH, B
NPOTUBHOM Cryyae Bo3BpalyaeTcsi owmnbka GrdE_AlgoNotFound. Ecnu B geckpuntope anroputma yctaHoBneH dnar "yMeHbLUeHne cyeTymnka”,

TO BblYMTaHWE CHETYMKa anropuTMa NponcxoauT nNpu kaxaom soizose GrdCryptEx. Mpu 4oCTUXEHUM CHETYMKOM HYNEBOrO 3HayYeHws!, BO3BpaLLaeTcs
owmbka GrdE_GPis0. Ecnu npu cosganum anroputMa unu B npotiecce paboTbl OH Obin NepeBefeH B HeaKTVBHOE COCTOsIHME, BO3BpallaeTcs owmbka Grd
E_Inactiveltem.

Mpu paboTe ¢ annapatHbIM anroputMom HASH64 pekomeHayeTcs ucnosnb3oBaTth 6nok AaHHbIX pData, AnvHa kotoporo dwDatalng kpatHa 16 6aittam (Gr
dARS_HASH64). Ecnu anunHa 6noka aaHHbIX He ByaeT kpaTHa 3aToi BenuynHe, To 6ydep ByaeT AONONHEH HyNsMM fo 6rvxanilero sHaYeHus, KpaTHoOro
16. Onst anroputmoB SHA256 n CRC32 Takmx orpaHuyYeHuin HeT.

Bbi3oB AaHHoi cyHkumm ¢ conarom GrdSC_First npusoanT k HesiBHON 6rOKMPOBKE 3MEKTPOHHOrO Kkntoda onepaumen GrdLock. BrnokupyeTcs BbinonHeHne
BCEX onepaumii Ha AaHHoM kntoye. BouizoB GrdUnlock BeInonHsAeTCS BO Bpemsi cUUTbIBaHUS pe3ynbTaTa, T.e. BbidoBa dyHkUuuM ¢ onarom GrdSC_Last.

Ci#

public static G dE G dHashEx(Handl e grdHandl e, G dAl gNum hashNum byte[] data, G dSC nethod, out byte[] digest)
public static G dE G dHashEx(Handl e grdHandl e, G dAl gNum hashNum byte[] data, G dSC nethod, out byte[] digest,
byt e[ ] cont ext)

grdHandle [in]

Twn: Handle

X3HAM, Yepes KoTopbI 6yAeT BbINONHEHa AaHHas onepaums.

hashNum [in]

Twn: GrdAlgNum

Homep annapaTHO- 1nu nporpaMMHO-peanM3oBaHHOro anropuTma, ¢ NoMOLLbIO KOTOPOro ByAeT BbIMUCNATHCS XALU-PYHKLMSA.
data [in]

Twvn: byte []
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YkasaTtenb Ha 6ydep AaHHbIX, X3l KOTOPbIX ByAeT BbIMUCASATHCS.

method [in]

Tun: GrdSC

MeTopn npeobpasoBaHusi, KOTOpbI 3aaaeTcs kombuHaumen dnaroe GrdSC.
digest [out]

Twn: byte [ ]

Ykasatenb Ha bydep, kyaa byaeT nomeLleH pe3ynbTaT BbIMUCMIEHUIA.
context [in, out]

Twn: byte [ ]

Bydbep Ansi xpaHeHUst KOHTEKCTa (COCTOSIHWUSA anropuTMa) Npu NocrnefoBaTesIbHOM BblYMCIEHUMN XALW-PYHKLMN SHA256 OT HecKosbkyx 6110KOB A@HHbIX.
Ha6op owmnbok Guardant API
Metoa GrdHashEx BblumcnsieT xaLw-cyHkumio 6rnoka aaHHbIX data.

B Guardant AP| peanu3oBaHo BblUYMCIIeHUe NporpaMMHo-peanmaoBaHHbIx dyHkumin CRC32 n SHA256, a Take annapatHbix anroputmos HASH64.
Bbi6op anroputma ocyuiectnsietcst napametpoM hashNum, KOTOpbI MOXET NPUHUMATL 3Ha4YeHust KOHCTaHT GrdSA.CRC32 n GrdSA.SHA256 ans
nporpaMMHoO-peann3oBaHHbIX anropuTMos, NMbo HoMmepa ucnonbayemoro annapatHoro anroputma HASH64.

Bce XxaLw-hyHKUMU MOTYT BbIMUCAIATECS OT BonbLUMX BNOKOB AaHHbIX, NO3TOMY NPeAyCMOTPEHA BO3MOXHOCTb Pa3bueHns faHHbIX Ha MeHbLuMe 6noku 1
BbIYVCINEHNS 3HAYEHNS X3Lla NocneaoBaTenbHO Anst Heckonbkux Bycdepos. [ina aToro napameTpom method 3apaetcs nopsgok 6noka GrdSC. XXX
(nepBbI, cneayloLwWwmi, NOCNEAHNN).

[nsa nepepayn cocTosiHna anroputMa SHA256 ncnonbayeTcs cneumarnbHbIl KOHTEKCT context, naMsTe ANs KOTOPOro AomkHa GblTb 3ape3epBupoBaHa u
npovHuumanuampoBaHa 3apaHee. Ans anroputmos HASH64 n CRC32 koHTekcT He ncnonbayetcs. Meton GrdHashEx camoctositensHo pastvsaeT bydep
Ha 6110KM HeO6XO0AMMOW ANMHBI U BLINOSTHSIET BCE ONepaLim Mo COrnacoBaHuo.

Ecnu onepauus BbINONHAETCS 32 0AMH NpUeM, To napameTpom method nomkeH 6biTb 3agaH metog GrdSC.AIL.

Mpwu paboTe c annapatHbiM anroputmom HASH64 pekomeHayeTcsi ncnonb3oBaTth 610K AaHHbIX data, AnvHa KoToporo kpaTHa 16 6antam (GrdARS.
HASH64). Ecnu anvHa 6noka gaHHbix He 6yaeT kpaTHow 16, To 6ydbep AONONHUTCHA HYNSIMU A0 Gnvxainwero 3Ha4YeHus, kpatHoro 16. Moatomy Ans
BOCMPOU3BEAEHNS UTOFOBOIO 3HAYEHNA Xella Npu "HekpaTHbIX" 3Ha4YeHusIX pa3mepa 6ydepa, BaXkHbl HE TONMbKO NOCNeA0BaTENBHOCTU UX 06paboTkM, HO U
UX pa3mepbl.

Ha Bpems Bbluncnennss HASH64 6rnokupyeTcsi BbInonHeHWe NioGbix anropuTMOB Ha faHHOM kitove. MoaTtomy nepenada 6ydepa 6onblioro pasmepa
MOXET HaZonro 3abrnoknpoBaTh 3NEKTPOHHBIN KoY.

PesynbTtaTt BeluMcneHuii nomeltaeTtcs B Bydep digest, namsiTe Ansi KOTOPOro pa3mMepoM, COOTBETCTBYIOLLMM KOHKPETHOMY anropuTmy, AOMmKHa OblTb
3ape3epBUpoOBaHa 3apaHee.

MpumevaHmne

PesynbTaTt BbluMCNEHUI BO3BPALLAETCs B NaMATb No agpecy digest TonNbko B MOMEHT Bbi3oBa ¢ donarom GrdSC.Last (unu GrdSC.All). Jo atoro
NPOMEXYTOUHBIN Pe3ynbTaT XpaHUTCSA BO BHYTpeHHeM Bydepe kntova, BCNEACTBUE Yero (C Lenbio ero COXpaHHOCTH) Npu BbluncneHnm hash ot
ANVHHBIX GIIOKOB AaHHbIX B HECKOJIbKO NOAXOA0B pekoMeHayeTcsi 6rokvpoBaTh obpalleHue k aToMmy MeTogy nyTem BbidoBa GrdLock ¢
COOTBETCTBYIOLLMMM NapameTpamu.

Java

public static G dE G dHashEx(Handl e grdHandl e, int hash, byte[] data, G dSC nethod, byte[] digest)
public static G dE G dHashEx(Handl e grdHandl e, int hash, byte[] data, G dSC nethod, byte[] digest, byte[]
cont ext)

grdHandle [in]
Tun: Handle
X3HAN, Yepe3 KoTopbli ByaeT BbINONHeHa AaHHas onepauus.

hash [in]
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Tun: int

Homep annapaTHo- unu NporpamMmMHO-peanvM3oBaHHOro anropuTMa, ¢ NOMOLLbIO KOTOPOro ByAEeT BbIMMCIATLCA X3LL-PYHKLNS.
data [in]

Twn: byte [ ]

Yka3aTenb Ha 6ydep AaHHbIX, X3LL KOTOPbIX OyAeT BbIYMCNATLCS.

method [in]

Tun: GrdSC

MeToa npeobpasoBaHus, KOTOpbIV 3agaeTcs kombuHaumen gpnaros GrdSC.
digest [out]

Twn: byte []

Ykasartenb Ha Bydep, kyaa 6yaeT nomelleH pesynbTaT BblYUCNEHWIA.
context [in, out]

Twn: byte [ ]

Bydep Ans xpaHeHUs KOHTEKCTa (COCTOSIHMUSA anroputma) Npu NocnefoBaTenbsHOM BblYMCNeHUN XaL-pyHKUmMn SHA256 oT HeckomnbKux 6rOKOB AaHHbIX.
Habop owmnbok Guardant API
MeTon GrdHashEx BbiuncnsieT xaww-yHkumio 6rnoka gaHHbIx data.

B Guardant API peanu3oBaHo Bbl4MCNEHNE NPOrPaMMHO-peann3oBaHHbIx dyHkumn CRC32 n SHA256, a Takke annapaTtHbix anroputmMoB HASH64.
Bbi6op anroputma ocyluecTBnsieTcs napameTpom hashNum, KOTOPbIN MOXET NpUHUMaTh 3Ha4YeHns koHcTaHT GrdSA.CRC32 n GrdSA.SHA256 ans
nporpaMMHoO-peanun3oBaHHbIX anropuTMoB, NMbo Homepa ucnonb3yemoro annapartHoro anroputma HASH64.

Bce x3LW-tpyHKLMM MOTYT BbIYMCIATHCS OT BOSbLUMX BIOKOB AaHHbIX, MO3TOMY NPEAyCMOTPEeHa BO3MOXHOCTb pa3bueHusi AaHHbIX Ha MeHbLUne GIoku 1
BblYMCIEHUSI 3HAYEHMS X3Lla nocneaoBaTenbHO ANnst Heckonbkux bydepos. [ina atoro napameTpom method 3agaeTcst nopsigok 6noka GrdSC. XXX
(nepBbIiA, CreayoLWi, NOCNEaHWA).

[na nepepaym coctosHusa anroputma SHA256 ncnonbayetcs cneumanbHbli KOHTEKCT context, naMsATb Ans KOTOPOro AomkHa 6biTb 3ape3epBupoBaHa u
npovH1umanuavposaHa 3apaHee. Ans anroputmos HASH64 n CRC32 koHTekcT He ucnonbayetcs. Meton GrdHashEx camoctositensHo pastusaeT 6ydep
Ha 6nokn Heo6xoAMMON ANUHBLI U BLINOMHAET BCE ONepaLum No CornacoBaHuio.

Ecnu onepauusi BbINONHSETCA 32 OAMH NpyeM, To napameTpoM method nomkeH 6biTe 3agaH metog GrdSC Al

Mpwu paboTe c annapatHbiM anroputmom HASHB4 pekomeHayeTcsi ncnonb3oBaTth 610K AaHHbIX data, AnvHa KOoToporo kpaTHa 16 G6antam (GrdARS.
HASH64). Ecnn anuHa 6noka AaHHbIx He 6yaeT kpaTHo 16, To 6ydhep AononHUTCA HynaMu fo Bnvxanlero 3HaveHus, kpatHoro 16. Moatomy ans
BOCNPOU3BEAEHMS UTOrOBOMO 3HAYEHMs XeLla Npu "HeKkpaTHbIX" 3HaYeHUsix pa3mepa bydepa, BaxHbl He TONbKO NocneaoBaTenbHOCTN X 06paboTku, HO 1
NX pasmepbl.

Ha Bpewms Bbiuncnennss HASH64 6nokupyeTcs BbinonHeHue niobbix anropuTtMoB Ha faHHOM krtove. MoaTtomy nepenada 6ydepa 6onbLioro pasmepa
MOXeT Hagomnro 3abrokMpoBaTh 3MEKTPOHHbIN KoY.

PesynbTart BeluMcrieHuin nomelLaeTcs B Gydep digest, namsTb Ans KOTOPOro pasMepoM, COOTBETCTBYHOLLMM KOHKPETHOMY anropuTMy, AOKHA ObiTh
3ape3epBUpOBaHa 3apaHee.

MpumevaHune

Pe3syrnbTart BbluncrieHni Bo3BpalyaeTcsl B namsite o agpecy digest Tonbko B MOMEHT Bbi3oBa ¢ dnarom GrdSC.Last (unu GrdSC.All). o aToro
NPOMEXYTOUHBIA pe3ynbTaT XpaHUTCA BO BHYTPEHHEM Bydepe kntoya, BCneacTame Yero (C Lenblo ero COXpaHHOCTU) nNpu BblumcreHun hash ot
ANVHHBIX 6MOKOB AaHHBIX B HECKOMNBKO NOAX0A0B pekomeHayeTcs brnokuposaTth obpalleHve k aToMy MeTody nyTem BbidoBa GrdLock ¢
COOTBETCTBYIOLLMMM NapameTpamm.
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