3awura 1C-koHpUrypaumim

[nsi Toro 4To6bl NPUCTYNUTDL K 3aLLuTe NporpaMmmHoro obecnedeHus Ha nnatdopme 1C:Mpeanpuatve Heobxoanmo:

® CkayaTb HaBGOp UHCTPYMEHTOB AMS NIMLEH3UPOBaHMUA

® CkavaTb yTUNUTY 3aLUUTbI

Mopsiaok oencTBmi Ans 3awmTbl KOHGUrypauum

MoaroToBka KOHUrypauum

1. OnpegeneHune cnncka moaynew AnNs 3awuThbl.
3awWmTnTL MOXHO 06LWMe Moaynu, MOAYNMN OTYETOB 1 06paboToK, a Takke MoAYNU MeHexepoB 06bEKTOB. Ha3BaHWs Moaynein He AOMKHbI
coaepxaTb CUHTaKCMYeCcKknx oLMBOK 1 ANPEKTUB npoLeccopa. Takke He AoNyCcKaeTCs UCMONb30BaHWe MeToA0B rnobansHOro KOHTEKCTa
"BbinonHuTe" 1 "Bbluncnute". Hegonyctuma yctaHoBka NpoBEpKU Kntoya Ans yHKUWIA, He COAepXaLLnX HU O4HOM nepemMeHHoi (ByaeT Bbi3BaHO
ncknoveHne "PyHKUMS CIMLLKOM NpocTas Ans 3awmTbl").

2. YcTtaHoBKa napons Ha 3alimiiaemble MOAYNn.
Bbi6eprTe nyHKT MeHto: TeKET — YCTaHOBUTb Naporib.
3710 He06X0AMMO ANS KOMNUNSALMM UCXOAHOTO TEKCTA B OMKOA.
MoxHO ycTaHOBUTbL M06OI Naponb, TONbKO ero He06XoANMO 3aNOMHUTb.

B npouecce yCTaHOBKM 3aLMUTbl UCXOAHBIN TEKCT MOAYNA U3 pesynbTupyloLLen KoHdurypauum 6yaeT yaané.
3. CoxpaHeHue 6ubnmoTekn 3almThl.

3710 HeobxoaMMO ANs PYHKLMOHMPOBAHUS CUCTEMBI 3aLLUTHI.

O6pa3 6nbnmoTekn pekomeHayeTCs COXpaHUTb B MakeTe Tuna "[BOMYHble AaHHbIe".

YCIaHOBMTb CMCTEMY 3aLLMThl MOXHO TOMBKO MPU NCMOMb30BaHNK OnepaLmnoHHomn cuctemsl Windows.
4. CospaHve dyHkunn GetUSBKeyComponentLocationV3.

®yukumna GetUSBKeyComponentLocationV3 He HyxHa, ecrnin He TpebyeTca npoleaypa NpoBepkM KIlova.

OTa hyHKUMA [OMmKHa BO3BPaLLATh NOJIHOE UMS MakeTa, B KOTOPOM XpaHUTCS obpas BubnmoTeky 3awwmTsl, Unn NonHoe nmMs daina 6ubnmnotekn
3aLWmnThI.

Takke MOXHO UCMONb30BaTk B MakeTe zip apxvB ¢ davinamm 6ubnuotek n dainnom maHudecTa.

PyHkumsa GetUSBKeyComponentlLocationV/3 Bbi3biBaeTCSt OQHOKPATHO Nepea 3arpy3kon 6ubnmnoTekn 3amThbl.


https://www.guardant.ru/support/download/tools/
https://www.guardant.ru/support/download/tools/
https://www.guardant.ru/support/download/tools/
https://www.v8-pr.ru/download-cg3
https://www.v8-pr.ru/download-cg3
https://www.v8-pr.ru/download-cg3

Mpumep peanuaauum dyHkumm GetUSBKeyComponentlLocationV3

/| Get USBKeyConponent Locat i onV3
11
Il
/1 )
11
Get USBKeyConponent Locat i onV3()

=7?2( =, ..("V3_Hasp_zip"), );
=?2( =, ..("V3_Quardant_zip"), );

= . Wndows_x86
= "Wn32";
= . Wndows_x86_64
= "W n64";
. Li nux_x86
= "Li nux32";
. Li nux_x86_64
= "Li nux64";

=2 =, ..("V3_Hasp_" +), ):
=?2( =, ..("V3_Guardant_" +), );

Mpu Heo6xoAMMOCTM B 3aLlMLLLIaEMOM Moayrne MOXET BbITb pa3MelleHa dyHkums GetUSBKeyObjectNative(ModulelD). MNMpw nHterpauum
NPOBEPKU KItoya B 3aliuLLaeMblii MOy b COAEPXKUMOE 3TON pyHKUMK ByaeT 3ameLeHo TakuM obpa3om, YTo pyHKUuus ByaeT Bo3BpallaTth
MCMONb3yeMblit 06 LEKT KOMMNOHEHTA. [aHHYH YHKLMOHANBHOCTE MOXHO MCMONb30BaTh, HANPUMep, ANs NonyYeHns MHopMaLmmn o ctatyce

TIMLEH3UN.
Ecnu 3HayeHne napameTpa ModulelD HeonpeaeneHHo, TO NpoBepka NuuUeH3un He ByaeT BbINOMHATLESA, a byaeT nHuumanusnpoBaH o6bekT
KOMMOHEHTa. TOT OGBLEKT MOXET UCMONbL30BaTLCA ANs Bbi3oBa MeTonoB Getinfo n Update.



Mpumep peanusauumn pyHkummn GetUSBKeyObjectNative(ModulelD) ans otnapku

/] Get USBKeyObj ect Nati ve
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Get USBKeyObj ect Nat i ve( Modul el D)
USBKeybj ect, USBKeyConponent Fi | eNane, USBKeyConponent Narre;

USBKeyConponent Nare = " Addl n. HASP_DEMOVA. USBKeyLi bV3";
USBKeyhj ect = (USBKeyConponent Nane, );

USBKeyConponent Fi | eName = Get USBKeyConponent Locat i onV3();
At t achAddl n( USBKeyConponent Fi | eNane, "HASP_DEMOVA", Addl nType. Nati ve)
" " + USBKeyConponent Fi | eNane;

USBKey(hj ect = (USBKeyConponent Nane, );

Modul el D <>

Scope = Cet USBKeyScope( Mdul el D);
USBKeybj ect . Logi n( Modul el D, Scope)
(USBKeynj ect . Get LastError());

USBKey Obj ect ;
/| Get USBKeybj ect Nati ve

Mpumep ucnonesoaHus dyHkuun GetUSBKeyObjectNative(ModulelD)
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/'l "Get Sessionlnfo" HASP
11
(Modul el D)

= Get USBKeyhj ect Nat i ve( Modul el D) ;
. Get Sessi onl nf o("<haspformat fornat=

sessioninfo""/>");

Mpun HeobxoaNMOCTH B 3aLLMLLL@EMOM MOAYNe MOXeT BbiTb pasmelteHa dyHkumna GetUSBKeyScope(ModulelD). Mpy Hannuum ata dyHKUmMs
6yaeT BbI3BaHa B npouecce MHMumanu3aumm obbekTa nuueHampoBaHus. Ecnv napameTpbl novcka He TpebyroTcsl, TO OHa A0KHa BEPHYTh
napameTpbl Moucka Kkrntoya B Buae cTpoku "HeonpegeneHHo".



Mpumep ncnonesoBaHus dyHkuun GetUSBKeyScope(ModulelD)

/| Get USBKeyScope
/1
/1
/1 Modul el D -
/1
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/1
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/'l "Getlnfo" HASP
/1
/1
Get USBKey Scope( Modul el D)

Keyl D = . Keyl D. ();
(Keyl D)
= "<?xm version=""1.0"" encodi ng=""UTF-8"" ?>
| <haspscope>
| <hasp id=""" + KeylD + """ />
| </ haspscope>";

5. CoxpaHeHue koHdurypaumu.
Bbi6epuTe nyHKT meHto: KoHdurypaumsi — CoxpaHuTtk kKoHdUrypaumio B chain...
6. 3anyck koHurypauum.
3anyctuTe koHUrypaumio. Mpu 3anycke oTKpbIBaeTcs hopma Ansi yCTaHOBKU 3alLUTbI.

Wcnonb3oBaHue ¢hopMbl 3aLLMTbl KOHUrypaLum

1. B none Umsa ncxopHoro carina sBeanTe NOSHLIN NYTh K paHEEe COXpaHEHHOW KOHUIypauum Ans 3alumThbl.
2. B none Ums caiina 6ubnuotekn salmTel BBEAUTE NONHOE UMSA haiina Ucnonb3yemon ubnmoTekn 3almThbl.

® [lpu ycTaHoBKe 3almTbl TpebyeTcs HanMumMe YyCTaHOBMNEHHOTO KtoYa 3aLuThbl TOW cepum, Mo KOTOPOW BbINOMHSAETCs 3alumTa.
® Ecnu ncnonb3yeTcst MOAyIbHOE NULIEH3NPOBaHWE, TO B KIoYe A0MKHbI BbITb AOCTYMHbLI 9TW MOAYIN.

3. Haxwmute kHonky AHanus daiina koHdurypaumvm. Mocne 3asepLueHns npoueaypel 6yaeT NOCTPOEHO AepeBo MoAyNel, KOTopble MOXHO
3aWmnTnTL. Takke 0TobpasnTcs MHPOPMaLMS O PEXUME XPaHEHUSI CECCUii Krtoda Afst pasnuyHbIX TUMOB Moayrnen. Ecnv ans KoHKpeTHOro
MoAynsi XpaHeHusi ceccun GyaeT BbIOpaH OTMMYHBIN OT pexumMa TUn Mogyns, To 3Ta MHdopMaumsa oTobpasutcs B cTonbue XpaHeHne ceccum
Kroya.

NHgopmaumio o0 pexnme XpaHeHNsi CECCUM HEMNb3sA PeAaKTMpoBaTh.

BapuaHTbl XpaHeHusi ceccuii:

- B NEPEMEHHOI: NNLEH3NS XPAHUTCSA B NEPEMEHHOW MOAYIS, Ha Kaxablii MOAY b CO30aETCA OTAENbHOE XPaHUULLE CECCUI KntoYa. DTOT pexmnm
MCnonb3yeTcst ANs 3almTbl 0TYETOB U 06paboToK.

- KOMOMHMPOBaHHOE XPaHEHWE: UCMONb3yeTCs €AMHOE B paMKax CeaHca XpaHunuLle ceccuini. B 3aBMCUMOCTH OT TekyLLero pexuma paboTsbl
MOZynsi aBTOMaTU4ECKN BbIBUPAETCA XpaHEHWe ceccuii knya, Nbo B nepemMeHHo Moaynsi, MMbo ¢ MCNonb30BaHWEM MOAYIS C NPU3HAKOM
"lMoBTOPHOE UCMONb30BaHNE BO3BPaLLaeMblX 3Ha4eHUIn", yCTaHOBMNEHHbIM B 3Ha4YeHun "Ha Bpems ceaHca". Takke y Moayns, KOTOPbIi
Mcrnonb3yeTcsa Ans XpaHeHUst ceccuit AoMmkHbI ObITb yCTaHOBMEHb! cneaytowme ceorictea: Cepsep — [a, KnueHt — HeT, BHewHeeCoeanHeHne —
Her.

4. Ecnv HeobXxo4MMO NPOBEPUTL KIMHOY B MOAYNSAX, Y KOTOPbIX ONpeaenéH NpusHak XxpaHeHust ceccui kniova, kak "KombuHmpoBaHHbIn", TO
TpebyeTcs ykasaTb MMsA obLLero Moayns, KoTopbii ByaeT Ncnonb30BaThCA ANS XPaHEHUSt CECCUI KNtoYa.

5. YkaxuTe dyHKLMM, NPK BbI30BE KOTOPbIX AOIHKEH NMPOBEPSTLCS KoY 3aLUmMThl. [1ns Bbl6paHHbIX dYHKUMIA HeobxoanmMo ykasaTb Homep (ID)
KOMMoHeHTa. PaspaboTunk 3alumiiaemMon kKoHdurypaumm cam onpegenset Habop U Homepa KOMMOHEHTOB, NpK 3aBeJeHnn NPOAYKTOB B CUCTEME
nuueHsnpoBaHua Guardant Station.

6. Mpy HEOBXOAMMOCTM OTKIOUUTE YYET NULEH3WI NO KaXKAOMY MOAYIHO OTAENBHO.

Bo3moxxHble criydav npuMeHeHns:

- y4eT NULEH3WIN ToNbKo No 6a30BON NoCTaBke NPOAYKTa, ANS AOMOMHUTENbHLIX MOAYNen KOHTPONMPYETCA TONBbKO HanM4uune kniova 6e3 noacyeTa
KOnunyecTBa MecT;

- y4eT KonnyecTBa NnLEH3N BOOBLLE He BbINOMHAETCS, a8 KOHTPONUPYETCHA TONBbKO NULLL HanMumne Knoya.


https://dev.guardant.ru/pages/viewpage.action?pageId=71475170

7. YcTtaHoBuTe 3awwmTy NyTéM Moamdukaumm koHdurypaumm. [ins aToro HaXMUTE KHOMNKY YCTaHOBUTL 3alumTy. VIsMeHéHHas KoHdurypaums
COXpaHsIeTCsl B TOM Xe KaTarore, B KOTOPOM pacnonoXeH UCXOAHbIN haln u uMs aHanornyHoe UCxogHomy dainy ¢ Jo6aBneHnem TekyLmnx
3Ha4YeHWU aaTbl U BpeMeHu. B okHe coobLueHMin BbIBOAUTCSA MOSHbIV NyTb K CO34aHHOMY 3alUMLLEHHOMY dhaiiny KoHurypaumm.

B npouecce ycTaHOBKM 3alLUTbl CUCTEMbI MOTYT OTOBpaxaTbCs pa3nunyHble MHPOPMaLIMOHHbIE COOBLLEeHUS.

YcTaHoBKa 3aWuThl B MAKETHOM peXxume

[nsi ycTaHOBKM 3alUMThl Ha KOHUIypaLmio B MAKETHOM pexuMe npefaHasHadeH ckpunT DoProtect3.js, KOTOpPbIN pacronoXeH B kaTanore WwabnoHoBs, Kyaa
Obina yctaHoBneHa nocraeka "3awmrta koHdurypauuin 3",

Mpw 3anycke ckpvnTa 6€3 NapameTpoB, UNU eCNU He Bce 06si3aTerbHble MapameTpbl ykasaHbl, BbIBOAUTCA OKHO C ONMMCaHUeM BCEX MapameTpoB U Co
3HaYEHUSIMU YKe YCTaHOBIIEHHbIX NapameTpoB.

Mpy.ykaszaHnm CTpokn coegnHeHust 6asbl "3awmta koHdUrypaumn 3" HegonycTMO ykasaHue npobenoB v KaBblYek BHYTPU CTPOKU coeauHeHust. Mpu
H 1y Npo6enoB B napameTpe, NapaMeTp AOMKEH BbiTb 3aKMOYEH B KaBbIYKM.

MapameTpbl 4OMKHbI BbITh ykasaHbl 6e3 npobena Mexay KNo4YoM 1 3HaYeHeM napameTpa, Hanpumep:

DoProtect3.js -LF'R\ .txt" -CSSrvr=srv:3541; Ref =CodeCuar d83; -SRR \1Cv8. cf

Mcnonb3oBaHue 3alLumLLeHHON KoHUrypauumm

[lns BO3MOXHOCTU UCMOJIb30BaHUA 3aLLMLLEHHOM KOHGUIypaLmumn y nonb3oBaTenst 4OMKeH ObiTb B HaNMM4YMM COOTBETCTBYIOLLWIA KITHOY 3aLUUTbI U
yctaHoBneH Guardant Control Center Ha MalumHe ¢ knto4oM. CucTeMa 3almTbl KOHPUTypaLmMin He UMEET KakuX-TMGO JOMOMHUTESbHBIX HACTPOEK.

Mpun OTCYTCTBUM NWLLEH3UN HA BbINOSHEHWE 3aLLMLLEHHOW (DYHKLMW NPY BBINOMHEHUN Takon (OyHKUMM ByAeT CreHepUpPOBaHO UCKITOYEHUE C ONUCaHWEM
OLUMGKM.

B crniyvae ecnu npoBepka Kr4va He HTerpmposanacbh, noseaeHne anroputmoB 3awmaemon KOH(*)VIpraLWII/I He MeHdAeTCA.

OcobeHHOCTU NULEH3NPOBAHNS CECCUN

Ecnu BbINnonHeHne Moaynsi NpoucxoauT B KOHTEKCTe cepBepa nporpammbl 1C: Mpeanpusitve, To AOMKHbI MCNOMb30BaTbLCS TOMBbKO CETEBbLIE NULEH3NN B
pexume pacnpefeneHust (KOHKypeHLUMM) No NOAKMHYEHNSIM — B MPOTUBHOM Cryyae y4eT nuueH3unin 6yaeT He KOPPEKTEH.

Ecnu BbinonHeHne moayns NPOUCXOAMT B KOHTEKCTE TONCTOrO KIMMEHTa, MOXHO MUCMONb30BaTh PEXUM pacnpeneneHms (KOHKypeHLumum) no pabounm
CTaHUMsIM.

B o6LieM crnyyae yyeT NULEH3NI OCYLLECTBNSIETCS SIS KaXO0ro aK3eMnnsipa Moayns (T.e. Ans KaX4oro ceaHca — OTAeNbHas nuueHsns). Mpu atom, ecnu
HEeCKONbKO Moaynen KoHUrypaumm ogHOBPEeMEHHO UCMOMb3YT oaMH U ToT xe Feature ID — anst kaxaoro 3alumieHHoro moayns 6yaeT BolaeneHa
oTaenbHas nuueHsusl. Takum obpasom, He CTOUT 3alumLiaTh pa3nuyHbie MOAYNM KoOHdUrypaumm, ucnonbdys ogunH Feature ID.


http://1Cv8.cf
https://dev.guardant.ru/display/GSLK/Guardant+Control+Center

	Защита 1С-конфигураций

